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BIFBL., Kb, BiEE Woltb X 2 U7 4 HilF2EZH T 57200, AR5 &
WO RS S HNE WA O Z L2 ),

RFC3647 (Request For Comments 3647)
A2 =3y NMCBETHHEINOERLZED HHAKTH 5 IETF (The Internet
Engineering Task Force) 23517325 XETHY, CPICPS D7 L—ALTU— 7 %2 HE LT
XEOZLEWD,

RSA
ANPGRS E LT & LTV D bR R S HIF O &5 TH 5,

SHA-1 (Secure Hash Algorithm 1)
BEFEL DN DNy V2B (ENEE) 0VOE>2ThD, Ny =afBEEiE. 52
ORI BEEREOE Yy MIZAKRT A2HEFELZ VNS, By MREIZ160 By K,
T2 DEEMEZEMT Ay Va2 liE T 52 & T, BEEP CRIPH I A ST
WD ERIT S Z ENTE D,

SHA-2
BB IHDILD Secure Hash Algorithm ©J — XD/ Ny 2B THD . SHA-1 D
QLRI TH D, A CPICHD SHA-256 DBy hRIE 256 £ |, SHA-384 DLy Mg
1L 384 By b, T—HOBREMEZEMNT Y v alabitd 52 & T, @ERT TR
IBHE SN TORODERIT 5 Z LB TE 5,

X.500
ZAIB LT FUAORENO BIEIC KX 2B E CLEEAL Y — 22 tT5 2 L &
HHIZ ITU-T MNEDT=7T 4 L7 bV EERE, X.500 kB4 1L, X509 OFRITELBLOE
KELIHERHENS,
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X.509

X509 ITUT NED-EFIEHEB I OGEHERIY A MO 73—~ v b, X.509
v3(Version 3) CTlE., fEEDEFRAZIRA T 2 720 OILEEIR S BN S 47z,

H~h

TAJ H—
WEFICHHIT A Z L (378 209,

A7V =7 FNikElF- (OID)
Object Identification D, 5 CT—iE &7 HEZ B &R (ISO | ITU) 1T8EkL7-i%
B, PKI TEES 7Y XA, BFiEHENICHKEMNT 2401 (subject) DX A 7
(Country# D JEME) FiX, A7 V=2 Ml & LTHRESINTHWD OB EHI N
o

BT
INPREERE 5T AUT I T D RAAHE & ABREE) DRERL S LD,

Betio s
BIALF AT AT 28 AR ERIEOA T ARET 5 1201 S L2 IR > %
7 AOBIEBIERT 7 & A BIES 2105,

N
NS RICBOWTHWSNABT O—J, FAAERICHET S, AEShTn5
HEDOZ LAV,

LA
ARG S T RICBWTHW SN AEAT O—J7, ABREICKHST 5. FIHE O LD MR
BT A0 LH 09,

AL 2
ETABEOM, b5 AMEE ., RSN ONRET S 2 L 2T 5 E TS,
CANBTBAEMT = LT, ZOESHNMRAES NS,

FEAAERZN U X F(CRL)
Certificate Revocation List Dlg, A CA 1T X > TEZ SN FHAEF RO — &Lk S
LTV 5,

AEIA 81T Z R (CSR)
Certificate Signing Request O, T 1-iEAEZ BT T DPEOILER DT —X 7 74 )L,
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CSR ITIFZEFREHEORITERE ORBHEN T ENTEY . ZORHEICREITE DEAL
%S:HEJLLTE@ AEAEZ AT D,

FEERY ~ (CP)
Certificate Policy DR, FEBIEICET ORI CEZHEL TWALEDZ LE2V D,

BADABE LT

fEH & RFLEME ZDTIERTHY . ZORLLANIEDOT — X RNHFELIZZ LD
AEH] (FAERER) &, ZOREZIN D MEE LR E TOMICZE DT —F NERE - A
INTWRWZ & ZFEH GEL S AGE) T2FE N TE 5T, BLOEOFMZFE W)
O]XNEFHROZEE N,
AP —ERATIL, XA LAX 7 %1795 TSA (Time Stamping Authority : % A A A%
Y 7)R) BEONTSA T LEEHERFOBLE, FFZEA %417 9 TA (Time Authority : #5%E
RFBAE /) T OREAEZ 17T D,

]

o i)
R ED NDREDE T LEDIFRE TH D Z L AGEHTL2EFHIRERTHY ., BX
O, HECEICEENDHROBEMELEREDPRIEL T FEERT2BEHL TH D,

ks (RA)
Registration Authority O, KV —E A TIL CADEKD I L, HBEEKZIT O HERH
DT EHEWVD,

salLiE IR E (CPS)
Certification Practice Statement DM, SERHEO G, BAFORAE ., AEAERLT,
KL, BRE, e ghARY—E X ODTET,\:?O J O A \_%7”:/) TOEERFEEZHET
5HD,

it thE"j“— |SP2S ﬂﬁ(*‘?ﬁ%
AR CP OEH, BHEOMGNE, Kb —ERAOEHARY v ORELEETT 5 BB EM,

ioalkm (CA)
Certification Authority OWg, FERAEDOIAT - T8 - KL, CAERAAHDARL - IR
BLOFHEOBGRZATOBEEOZ & &2 5, K CP Tidss }%' (IA:Issuing Authority)
bEEND,

~A TNV a UH/E
A CP ONKFEFIZEEL T, EE LV FIHECHREEE M REES° CRL 243 % 5
T, BEELRVWPEITEATE 2 Ll L2546, AR CP OWETIRIZ AT T 5 83%
5 (f5] : Version 1.02 72 H1E, THEH (02)) ZR7,
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ATY =RV g VB
RKCP ONEETIZEEL T, BE LU0, B DICHAECREES 23 5E #E<° CRL %

M2 9 A TRET L LW L5 E . K CP OBGETHIZAT T %% %5 (5 : Version 1.02

mBIE, TERED (1)) Z2d

VAR U —
CA PFAT LICREHEEDOKNETCH D, 22—V —F 737 7V r—ra v Bxry hU—
TDOEZNLTHIEHEICLT 7 EATEDL LT H-ODOHEHMATH 5, CRL oA CP

HURY MU =S D,
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2. AREVRY M) —DEE

21 UARY Y —
CPS IZHET %,

2.2 FIEIEE H OB
CPS [ZHET 5,

2.3 ABAOR R X OBEE
CPS IZHET %,

24 VIR M) —~D7 7R3 ha—)L
CPS IZHIET 5,
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3. wkhll &G
3.1 i

3.1.1 4RO
AEBEORITEOLFI EBITRHRTH IR AZ OLEIE. X500 OF#HI4 (DN :
Distinguished Name) JERUZHEVY, H-2OAR CP 17.1.4 ARTER] (Al TRIET 5,

3.1.2 FEED & %4 Hi DB

FIHZE OFEMNA I, BEROH L4812 AW 5, FEEFICHE S 5D BEREA I, Mk E
TVE AR E ) 22 6P CREE L 72 b O TRUTIER B e,

FIRE L, B =8 OBEFEECEET 24 %, A CAICHEEL TERZR L0,

3.1.3 FIHEZE OEL M F 72134 %
AEREI SRR S D ERE L ICEL ORI L,

3.14 S ESERAFOEREMIRT 572D HH
DN /Z. A< CP 3.1.1 4FiOfEE ] BLO 13.1.2 BWROHHL4FIONLEM | TEFREL T
WA ERBDITHIRT 5,

3.1.5 &4uiD—EME
AERAEICREE S LD EREA LK CA DFIT LT R COEHE [BWT—E LT 5,

3.1.6 Rk, FREER L OPERE D%
%@ﬁﬁ®%ﬁ;O%Ti\%@%%ﬁﬁ%ﬁﬁm%éﬂé%@&Té AKCA L, MBE
WIS U T, PERERTREE Ik U, PEREICBE 3 D S O RN EHDOIR R EZ RO D Z 3D 5,

3.2 FIElDd] & 78F

3.2.1 FAMASEDOFTA &R+ 2 ik

A CA VL, GFFAZERGEE 7 DI S -FEIERI TR (Certificate Signing Request :
LIF. KSRJ&wo)@%@@@ﬁ%ﬁw\%h:aimxw%>&%%mﬂmﬁéﬂ%ﬁ
HTEALAINTVWDI L EMHRET D, 2. CSROT 4 H—T7V v Ntk L, Bk
DFTAHEZRET D,

3.2.2 MRk OEF

AERAE S 1L REZE ORI THGEREC AR CA IZLL FOB @R AR L2 Tz o7,
AERETA T RE
AR D U IZHAREMEL TWD Z L 2FEAT 2 HH
CSR
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Zofth, B LRKEE T HEE

AKCAIZ., VL EDOE#RZHWTHEEIZRD CREBE RPN L 2R T D,

3.2.3 A DR
A CA L, AR L CREAEDO AT TR0,

3.2.4 BRRE S 7R WEER BRI O
A CA IE, FIAZE ORI SN-GENERITHFEFEIL L CSR H@nb ., #M4
(Organizational Unit) (2 DWW THREEZIT/2 D720,

l

3.2.5 MEFRDIFE 4 MR
A CA VX, FEBIERGEE & 2 Dk E 721 XFR RS, B E7ITREBAN, Z O/
FIIRRICBET AIE RO BFEZITHO O DIEL MR EZ A L TWAZ L 2 fERT 5,

3.2.6 FHALE ] D HLYE
$CA L. 2':CP %O%$ CA ﬁ)%%[JLHLDELf; CAl X—J-L/ H‘jil_'—ﬂ:alinhu DE%%%
FITT %,

3.3 SENCHTHRGERF ORI & FRG

3.3.1 WHEDOFAHEHIZE 72 ) FEHERFER OS] & %G
A CP 3.2 WIEIOFA EFRGE] & RERO Tl X 5,

3.3.2 FERAELRNE OFLAGEEHI L O R EHFERF OB & 585
A CP 3.2 WIEIOFA EFRGE] & RRDO Tl X b,

3.4 KENHFERF O] & 78R
K CA T, FEHFEDORHFHE 2T NI 7256, IRHSNIAAE O Hz b L2, @ik
RERTHDZ L aERT D,
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4. GEAEDO T A 7Y A 7 Nk D TEH B

4.1 FEBHEHGE

4.1.1 FEAERGEZITY Z &0 %6%
FELT

REMIEOFAT I HFE AT 5 M E 7 EIR DR E S | B E 7 IR ABEA ST
ZrRTE B,

Y

4.1.2 HFEFHiB L OHEE

REBEHEEE L. AR CA XV FHRNTHEAM SN FRIHE, FEFEOHFEELIT O,
AERE H G FEEDORITHIEZIT OO0 . K CP, CPS. ZOfthA CA LV BR
éﬂki%@ﬁa%%wa“é%@t?é

AEHEREEE XA CAIZXHT 2 HEENA D IEMRRERTH D Z L A RFELRITUT e 672
VY,

4.2 FEPA S T

421 %&%IJE Rty HEO)Q—E“I’“)L
A CAX, FEMIEHFEE O OFITHEEICR L, 8 L2 HEiEEHB LU CSR OHEIEM
7&\ |—32 %ﬂﬁl@ﬁéﬂﬁ}n}”knuu %O%%E T’F;':)

4.2.2 FFAERHFOZH E - IIAT
A CAL., FFFHEHFHEE O OHZFEICH L TOED N BEFHIE\, FFBHEOIIT
REEDOMGEZRE L, ZTOMREEZIEAERFEICETT 5,

4.2.3 FEBIEHFE O ALER IR ]
A CAE, REIEHGEE DO ORITHEE 2 KGE LIc e, $TACPIGEREZREITT 5,

4.3 FEBHEFRAT

4.3.1 FFAEORITEICEIT D CA OLFEFHt
A CA VL, FFBEHGEE ORI SN CSR OAMEIZx L, A CP 7.1 GFHET 1
T AN ICHEUTZNET, KCADORAEREZ W TEL Zf LIZREREEZ TS 5,

4.3.2 FIHF 3T D REEFRITIEE

A CA X, ZHANT SISk 23FHEDORITNE T Lot BT LT sEAE L SR
BERICRE L, ZEEE EBICER LT O 2T, FIHE~FTRT 0 F 23R AHE T
45,
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4.4 FEAEOZEMER

4.4.1 FEBAEOZ AR T

FIHE L., AFHEONAS 2R U, RIES N L]l L 7= T, A CA T Lz EE A
B L uide o, R CA L, ZEEFELZHE LR CIEAEOZITANDTE T &7
D, I8k, GEHEONRFIZRY B oo 5G ., sEERFEHITER 2 D F 2 A CA ITE
L2z o720y, SEEONFICE T2 Ly CiE, REEOEMA XY 14 BUN
WZATORIT LR B0,

4.4.2 CAIZ X BFEHED/AR
K CADFAIT L7 TA, TSAGEHAEX, VAT MU — ETART %,

4.4.3 MO T 4T 4 1ZxFT D CA OFERERITHEE
KCAIL, MO T 47 1% U CEEHEORI T ZITH IR,

4.5 GET LHEHED AR

4.5.1 FIRF OFRA#ER L OGEEO ik

A CA PFATT 2R ES L ORIHE VLI 2 -G8 O HigIL, B a 208348 LT s
P— 20, 3 b L REURICH DA CA OFAE DRI L TV D — X £ -3
EH TN ABICHBEN TN D, R CABNBITT HiltEE, T oMo A@icfHH LT
AN SYAAAN

4.5.2 FRAEE OB L OGEREO &
WErE 1L, A CP BLUCPS ODRFICHOWTHA L. &KL H 2 TA CA OIFFAE%
A L. A CAMBRIT LT-EREOEENME A BREE LT e 70,

4.6 FERAEO T

K CA X, FIHZEDEESRT OFEFH 2 b7 WG ETE 238072\, sEHEEZ T H T 55
BlE. @B T 2AER T AL & L. ACP 4.7 GEHEORTH ITED 5 FHRIit
50

4.6.1 FEFHEOEHHH
AKCP 14.7.1 $EFEFZLESEAEORHFE | IZ5EHT D,

4.6.2 FEHEFHHEEZITH) LN TEXHHE
AKCP 14.7.2 HLUWABSOFEAERZEZITH) LN TX 53 ICREHT 5,
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4.6.3 FIEFEHH S O WL Fie
K CP 14.7.3 SEFEF 2 £E 5 AEIAE R HEE OB T IZREHET 5,

4.6.4 FIFHEZRT D8 LWOGEBEO @
AKCP 14.7.4 FIRAFEIZKT 28 LWGEBEO@EE | (2527 5,

4.6.5 HH SNT-FEHEO X HMER Tt
AKCP 14.75 #EHIZE LR WRITINT-AEAEOZ EMER T ([Zie#ET 5,

4.6.6 B SNIZFEHED NG
AKCP 14.7.6 $EEFHEAOIEHAEDONR ) (ZFLHT 5,

4.6.7T DT T T ¢ 12kT 2D CA OFFFAEII T
AKCP 1477 DT T 47 4 1Zx7 % CA OREAEFRITIER ] IZRLHT 5,

4.7 SEFH A O FEREO BB

4.7.1 SEEHE M G EO T HTFEH

PR A O GEBEO BN, AEAEOF M N T3 556 i3 oGsbic &
HIRWVGEAEDO R T A I TS,

4.7.2 FLWABBROGEHERGE AT Z LN TEXDH
A CP 14.1.1 GEFAERGEZITO Z LN TE5H) LREKET D,

4.7.3 HEFH 2 LE O FIEBH E T 5 O LB Tt
AR CP 4.2 GFBHERGE Tl CREKRET D,

4.7.4 FHFE IR 28 LWORERREO @
K CP 14.3.2 FIHEIZRHT HREBAERITI@MA] SREEE T 5,

4.7.5 BT L & RWRIT SN FEAEOZ EER Tt
A CP [4.4.1 FEHEOSMHEMR TR EFREEET 5,

4.7.6 ST HFEADOFEHED A
AKCP [4.4.2 GFHEONRE] LFREEE TS,

4.7.7 o= T 4T 4 1ZxT D CA OFERAERITHEE
AKCP 14.43 tho=>T 47 41Zx%3 5 CA OFEHERITEE] LFREEET D,
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4.8 FEEDOEH

4.8.1 AEAFELLEE T H5HE

AEPAEOFHFRICEENE U2 iE  FIREIIA CA IS LB A FICET 5 H
AETORTNERER, K| #5&%%@ﬁ%ﬁ$ﬁﬁ\ﬁ%%@%%ﬁi@@@
FATREDO FHi e b > THTbI D,

482 FFHEDEERELT LI ENTEILE
K CP 14.9.2 GFHERDNZHHET L ENTESE] BLO 14.1.1 GEFHEREZIT O
ZLENTEDHHE] ELRERET D,

4.8.3 FEAEOE T HEE O F5E
A CP 14.9.3 KhHEETE: ] BLO 14.2 GFAERFE TR LREEET 5,

4.8.4 FIFFF KT 28 LUWOGEEO I TN
A CP 14.3.2 FIHE KT D aFAERIT@E] LFEEEE T 5,

4.8.5 XN T-REBHE O iEMER Tt
AKCP 14.4.1 GEHEOZEMRE TR CREEET D,

4.8.6 B INT=FEHEZED /AR
AKCP 14.4.2 GFBHEONR] LFREET 5,

4.8.7 D= T 4 T 4 1ZxT % CA OFEHERITEA
AR CP [4.43 fiD=2T T 410k % CA DFEVIBRITEM) &Mk T 5,

4.9 FEHEDO RN E L O—KfE 1k

4.9.1 FEFELRZFH
U EES EE@%”’%dwfﬁ%i@%@$ﬁ%ﬁ5:kﬁféé =L, ko
FHEARAE LGS, FIAEIL. KCA_£%¥®%w$ GaiTheTiudz b,
AlERA 3 a%zhﬁ& ’Wﬁﬁ%ot
FAASEDN B, M de. T, TEﬂm* K VFEAEDOEFEMEAZ L LR H 5
Be
TSN EIL LB MEN KON 58 23T O R & 255
AEHEORZE., FIHBRREL L 0niGs
AEHEORIH Z R IET 255

F7-. KCA L, ROFHIZFEY T2 Ll L7256, FIFENS ORI GEOH 2R
OoT, FEHEOKRINTEZEH LD LET D,
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FIAF DA CP B LOCPS, #, RIS BELZBEITL W RWEE
taln, KY—bEREKTTOHE

K CA DFREBRNEIAL LIZ 72132 DB TN H 5 LB S ni-HE

A CA BRI Z LB LT 25 LT 52 OMORIARD S5

4.9.2 FEAERDERFETHZENTEDHE
FERAEO RGBT, KRBT O M E MR OREE . A F R IRREANTT
FTEMWTE A,

4.9.3 KENHFEFhe

REREO RN HFFE FHET A CA 1Tkt LREERNCE 2 MERIFRAEIXT 52 LT
Thind, L, BRZETIHASCEROFIEICLDERNTER2WGA, REBEKRE
LT, B A—NMIEIDHELARETH D,

4.9.4 KZNHGEEORT WM

BABPEIME LTG5 E 2 R KWL, K2/ LT 5 6 BEEHATETIC, K CA
WATORTIIE R B, 72720, RARAERENGIRL LI E2320oBZ0nd 515613,
M E I L. TR0 REE A ITD R T IE R b,

IS

4.9.5 CA DO IZH R GEULEL D TR RF ]
A CAIZ. AR 22 T T b T 0 i ED R %2 EIT7T 5,

4.9.6 FREEE O KN HERER
RRAEEF 1L A CAIZ X 0 AT STz E 458 L I3 5 A0C, CRL £721X OCSP
—N—HMERT D Z IR VEEAEN R STV ARWT & 2 fEE LT hIE R b,

4.9.7 FERAERZNY A N ORITHE
CRL 1Z. BIEIDOFRITHD 1 ELINICH =72 CRL " IT&8N 5, £7-. iFHEORITE
SR AT T2 5B b #7272 CRL B3 RIT3 L5,

4.9.8 FEHFELRZN U X N DOIEIT O e KIEEIEFRFH

CRL 1%, fFHAEDORITE L KB 21T o Th b, TH0nITH =72 CRL 25847 L., VR
MY —IZ8BT 5,

F72. KACAIXCRL & & IZRBEBZ T HREZ Y A MY —IZABHT 5,

499 T4 L TORE/ AT — 2 AR O HIE
F T A U TOIEAERT — X ZFHRILZ, OCSP —"—%@ L TRt 5,

4.910 F2 T A 2 TOEEN AT — 2 ZAREREAT 5 7= 6 DO EAk:
MFEE L, A CA ICKVRITSNIEHELAEEL, FIHT 2802, SEHEOE M
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fER L nd7e sy, VAT FY —I2HE#E L T\aD CRL (2L V| GEEOLDEED
ﬁﬁ%%mbﬁwﬁAc@ OCSP H— =2 L VIRt SN DFEAER T — X A HFR O
REATORIT IR 5720,

4.9.11 FIH "TREZ2 R MOt O
AR CAIX.RFC4366 IZ1EW AT —7 V7 ZFIH L TOCSP VARV AZ/AATE D,
:@%é\KCAH%%iﬁ%%ﬁﬂﬁ%ﬂ:ﬁ%£®O%wfoyx%ﬁbé’&%
IR b DIZT 5, A CA X, FEHEFMFICH L CZOEMELFE T 556, — B ZFH
FHUE £ 73R ERRE & ORKNEE . HDHVITIER CA I ié&ﬁ%;ki@# EAR
EHEOEKRERTHIET DD LT 5,

4.9.12 FOEFAILIT 3T 2 RplEAf
[4.9.1 FERAZARZhFH ) ICRE#ET 5,

4.9.13 FEAFEO B L
A CA I, FEHED —KHEIEZ1THR0,

4.9.14 GEHEO —RHEIERFEEITO Z LN TE5H
WHNET 5,

4.9.15 FEBEO—FHE LGS e
JiEP A R

4.9.16 —KEILZ/kpcT 5 2 &N TE HHIM
WHANET 5,

4.10 FFFAED AT — X AR —E A

4.10.1 HH LK
FIAER L ORFEE 1L OCSP — "—%@ U CiFHERT — % AHFREMHERTHZ &N
T& 5,

4.10.2 Y — 2 OF|H [ REM:
A CA 1%, 24 W 365 H. nEED%ﬂXT~§’XTﬁ$&%ﬁEE I TT&x 559 OCSP #h— 1—%
BHT L, 72770, RSFEICEID . —BFIIZ OCSP r—N"—ZFHTE2WEADLH 5,

4.10.3 &7 a FulofEE
HE L7,
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4.11 A (CBEk) O#T
FAZBEFIAY—EROFHAEK T T 256, BRNEZICED T —EXAOF KT Fhi
XEMNELT D,

412 F—xT A7 o— L gEREE

4.12.1 F—x A7 n—LRAER Y 8 L O
KCAN, KCADORAEREZFE =FITHEET D Z LiFn,

4122 By arx—0Oh e L #BEIEORY VB L O0EE
HE L7,
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5. WERRY, Fht . AHEROEEE

5.1 WAy E B

5.1.1 AT L OWEiE
CPS IZHET %,

5.1.2 WELR)T 7 & A
CPS IZHUET %,

5.1.3 P L UM
CPS IZHLET D,

5.1.4 /KEXIHE
CPSITHET 5,

5.1.5 KX
CPS IZHET 5,

5.1.6 BLARORE
CPS (ZHIET %,

5.1.7 FEIEALEE
CPS |{ZHET 5,

518 7% A bR I T v
CPS IZHET 5,

5.2 T LoE R

5.2.1 5T X E&EH|
CPS [ZHET D,

522 Bk L IcnE L S b A
CPS |\ZHET 5,

5.2.3 flil # O&RENZxET DA NVEMERS & 785
CPS |\ZHET 5,
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5.2.4 BB DS LEL L 79 H4E|
CPS IZHET D,

5.3 NFHHYE B

5.3.1 B, BRERE X OB oZ:
CPS IZHET 5,

5.3.2 & RIHAE
CPS IZHET %,

5.3.3 #EE M
CPS IZHET D,

5.3.4 HEEDOHER L OEH
CPSITHET 5,

53,6 tFEOn—F7— 3 OHEER X WIEF
CPSITHET 5,

5.3.6 R HAIL TR TENT 6 5 5k
CPS IZHET %,

5.3.7 M7 U 7= 3K E o g
CPS |[ZHET 5,

5.3.8 BRI NDHER
CPS [ZHET D,

5.4 B 7V OFE

5.4.1 eI DA N2 b OFEEE
CPS |\ZHET 5,

5.4.2 WA T 7 2 ARG B AEE
CPS IZHET 5,

5.4.3 Ao 7 2T 5 IR
CPS |\ZHET 5,
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5.4.4 B o 7 Oif#E
CPS IZHET D,

5.4.5 Bt 7 DN 7T T Tt
CPS IZHET %,

5.4.6 s 7 OINEES AT A
CPS (ZHET 5,

547 A X M Z LIzE ~Di@%
CPS IZHET 5,

5.4.8 MeFgMEEEAm
CPSITHET 5,

5.5 FLEkDIRE

5.5.1 7 —hA 7 OFi¥E
CPSITHET 5,

5.5.2 7 —h A T1RAFHIH
CPS [ZHET D,

5.5.3 7 —Hh A 7 DI
CPS |[ZHET 5,

554 T—H AT DRy 7T v 7Tkt
CPS IZHET 5,

5.5.5 FLEKICH A LAK T H AT HS 5 EA:
CPS [ZHET D,

5.5.6 7 —hA TINEL ZT L
CPS |\ZHET 5,

5.5.7 7 —HhA 7 OWEEFHe
CPS IZHET %,

5.6 DY)V Bz
CPS IZHET %,
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5.7 (FHEMEIRACIE N D DIEIA

5.7.1 FR X Oarb by o Fie
CPS IZHET %,

5.72 N—RU =7, Y7 Ny =T 7037 —Z PR L7256 O Fihi

CPSIZHET %,

5.7.3 FAEHEENNEIRL LT=56 O T
CPS IZHET 5,

5.8 WREHEH DK T
CPS IZHET 5,
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6. HilftEx oV 7 ¢ &8

6.1 T OEREA VA =L

6.1.1 #E~T DA
CPS IZHET %,

6.1.2 FERAEFR|HE T 5 WEE D A
CPS IZHET %,

6.1.3 IR ~DABRED AT
CPS {ZHIET D,

6.1.4 W& ~D CA ARG A+
CPSITHET 5,

6.1.5 @Y1 X
CPS IZHLET D,

6.1.6 AFEEDNNT A —F2 —DEKE L OB R
CPS IZHET D,

6.1.7 #D ik
CPS |{ZHET 5,

6.2 FAAFEOIRER K O 5B Bl o5

6.2.1 HF @ OERER L OVEH
CPS |[ZHET 5,

6.2.2 FAEFEOBE LN E B
CPS [ZHET D,

6.2.3 MEHEOT R 7 10—
CPS |\ZHET 5,

6.2.4 FMBEBEO NN 7T v
CPS IZHET 5,
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6.2.5 MEHEOT — AT
CPS IZHET %,

6.2.6 FEHDOREF BT Y 2 — L ~DETIIEET D 2 — )b Dlink
CPS IZHET %,

6.2.7 55 JEE ~0 B H D& AA
CPS IZHiET 5,

6.2.8 FWBEHEDOIEMAL T
CPS IZHET 5,

6.2.9 FEHEOIETEMEAL 51k
CPS IZHET 5,

6.2.10 FAESEEONEE 1L
CPS IZHET %,

6.2.11 HfE2EE OFEHMN
CPSITHET 5,

6.3 ST EH O Z OOl

6.3.1 ABEDOT —H AT
CPS |[ZHET 5,

6.3.2 AR X OVABRSE DA %h IR
CPS [ZHET D,

6.4 EMHALT —#

6.4.1 iEMALT — & DA L O E
CPS |\ZHET 5,

6.4.2 {EMALT — & OfE#
CPS IZHET 5,

6.4.3 IEMALT — & OO E JE A
CPS |\ZHET 5,
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65 AL a—X—DEX=2 T &

6.5.1 a2 a—F¥X=2 T ¢ 12T D ESEOE
CPS [ZHET 5,

6.5.2 a2 a—FtEXxa2 YT ¢ J
CPS [ZHET 5,

6.6 EX=2UT o HIMOT A 7H A7 LER

6.6.1 AT LABHIRE
CPS IZHET %,

6.6.2 TX ol T ¢ EAEH
CPS IZHET 5,

663 FA T A7 NExa T M
CPS IZHET %,

6.7 Xy NU—27 X2 T &
CPS (ZHET 5,

6.8 XA LAKE LT
CPS |{ZHET 5,
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7.1 FFAEO ST 7 7 AL

Security Communication RootCA

Time Stamp Service Certificate Policy Ver.5.04

A CA BNFAITT DFFAEIL, X509 74—~ v FEHAERRIC L D 1EREN S,
72 [7.1-1 RAGEEME (R T 74—V REHWD,

# 7.1-1 FERE IR GEIK
74—V Bl
Version AEHE T +—~ v FOF S
(=5 )
SerialNumber CANT—EDOEZ*2
U TIVER)
Signature APy —EXTHWOLNLEFEAT VA

(ET-BHT VT Y A LT

U XL DR F*3

Issuer FATH G
ITE4) (K CADEET D IEH)
Validity AEEEO A 2
(20 ) (BAAEHIR B L O¥ THIR)
Subject FI 2 1
(FIHEA)
SubjectPublicKeyInfo FAE ONHGET VTV X LG &N
(R F 3 D /BRI ) BRgET — 4
Extensions A CP 17.1.2 GEWIESLR] 25

(JEEZ 4 —IV )

*1 GEHET r—~< v FOFEEIL Versiond IZRE I LD,
*Q HHICGGERAEZEMER SN & CAY— =2 L uftH5ESn5,

*3 EABCETELT IR bRS,

711 N"—V a3 UFE

AR CADBFRITT HFEHEED X509 73—~ hONRX— g o FE1L. Version3 TH 5D,

7.1.2 FEMAEYRGE

K CA 235473 % TSAFEREIL, x509
[7.1-2 Security Communication RootCA1 FiEBH EHEHE |
[7.1-3 Security Communication RootCA2
[7.1-4 Security Communication RootCA2 OCSP ¥—/N—ZEBH EHLHE |
[7.1-5 Security Communication RootCA3 FiEBH E 455K |
[7.1-6 Security Communication RootCA3 OCSP H#— /N —ZEI LR |
[7.1-7 Security Communication ECC RootCA1 FiF-iH EHLE |
[7.1-8 Security Communication ECC RootCA1 OCSP #— X —GEFEYLIE |

REORE R ORE R

R 74—V FEHWD,

AEREILR 7 4 — /v R 2,

RIERA E R
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# 7.1-2 Security Communication RootCA1 FiEBH EAL5E

74—V K

FLRF T GEL)

authorityKeyldentifier
(2.5.29.35)

CA OABR#EZ SHA-1 12X D /Ny o =2 L7- 160bit fi

subjectKeyldenrifier FIZ D /AE#EZ SHALICE D ~v > = L7- 160bit [&

(2.5.29.14)

keyUsage digitalSignature

(2.5.29.15) (keyCertSign, CRLSign #[r< Z Do BRI DWW TiE, A
CA TREITE L CRET 2 HANH D)

extendediteyUsage timestamping(1.3.6.1.5.5.7.3.8)

- (TSA DHFBET )
certificatePolicies certPolicyld=1.2.392.200091.100.901.2
(2.5.29.32)

policyQualifierID=id-qt-cps
qualifier=CPS=https://repository.secomtrust.net/SC-Root1/

cRLDistributionPoints
(2.5.29.31)

URI:http://repository.secomtrust.net/SC-Root1/
SCRoot1CRL.crl (¥« L7 hV EiZ® % CRL ELAYT)

3 7.1-3 Security Communication RootCA2 FIEHEALIE

74—V K

FLH R HG)

authorityKeyldentifier
(2.5.29.35)

CA OARSEAZ SHA-1 12XV /Ny 3= L7- 160bit B

subjectKeyldenrifier FIAE DALY SHA-1 I2X Y /vy =2 L7z 160bit fi

(2.5.29.14)

keyUsage digitalSignature

(2.5.29.15) (keyCertSign, CRLSign % &< Do HIIZ DWW TiE, K
CA THUEIULUTRET DHAEVH D)

((e;tzsegge?()i’;)(eyUsage timestamping(1.3.6.1.5.5.7.3.8)

R (TSA DIHFEET D)
certificatePolicies certPolicyld=1.2.392.200091.100.901.5
(2.5.29.32)

policyQualifierID=1d-qt-cps
qualifier=CPS=https://repository.secomtrust.net/SC-Root2/

cRLDistributionPoints
(2.5.29.31)

URI:http://repository.secomtrust.net/SC-Root2/
SCRoot2CRL.crl (7«4 L7 bV EiZ®H % CRL EAHT)

Authority Information
Access(1.3.6.1.5.5.7.1.1)

OCSP - URL:http‘//scrootca2.ocsp.secomtrust.net (OCSP
— =BT
SRR S O RE

DEBEEZ HND

7% 7.1-4 Security Communication RootCA2 OCSP —/N—GEB EfLE

74—V K

FLEcF )

authorityKeyldentifier
(2.5.29.35)

CA OABRBEA SHA-1 12k Y v = L7~ 160bit &

subjectKeyldentifier
(2.5.29.14)

FIFE DN Z SHA-1 12X /vy > = L7 160bit i
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74—V K sl R GR)
keyUsage digitalSignature (FIIJHZABHSEOEEH HAHY)
(2.5.29.15)
extendedKeyUsage OCSPSigning
(2.5.29.37)

OCSP No Check null

(1.8.6.1.5.5.7.48.1.5)

certificatePolicies
(2.5.29.32)

certPolicyld=1.2.392.200091.100.901.5
policyQualifierID=id-qt-cps
qualifier=CPS=https://repository.secomtrust.net/SC-Root2/

7% 7.1-5 Security Communication RootCAS3 FEIH Lk

74—V K

LA GEL)

authorityKeyldentifier
(2.5.29.35)

CA OABH#EZ SHA-1 12X D /Ny 2 =2 L7~ 160bit i

subjectKeyldenrifier FIAE DALY SHA-1 I2X Y /vy =2 L7z 160bit fi

(2.5.29.14)

keyUsage digitalSignature

(2.5.29.15) (keyCertSign, CRLSign % [z < Do HEIZ DWW TiE, K
CA TREIE L THRETLHHE1H D)

?;tgeggeggeyUsage timestamping(1.3.6.1.5.5.7.3.8)

R (TSA OHERET 5)
certificatePolicies certPolicyld=1.2.392.200091.100.901.7
(2.5.29.32)

policyQualifierID=1d-qt-cps
qualifier=CPS=https://repository.secomtrust.net/SC-Root3/

cRLDistributionPoints
(2.5.29.31)

URI:http://repository.secomtrust.net/SC-Root3/
SCRoot3CRL.crl (7« L7 VU k2 % CRL ElAi Y 7T)

Authority Information
Access(1.3.6.1.5.5.7.1.1)

OCSP - URL:http‘//scrootca3.ocsp.secomtrust.net (OCSP
— X — /A BT
NAFHERFERICREOAEEEZ DILD

7% 7.1-6 Security Communication RootCA3 OCSP —/N—GEB EfLE

74—V K

L & (G ))

authorityKeyldentifier
(2.5.29.35)

CA OARRSE% SHA-1 ICXk VW Ny = L7~ 160bit i

subjectKeyIdentifier FIAZE OABRSEE SHA-1 (2L D Ny 2 2 L7z 160bit fH
(2.5.29.14)

keyUsage digitalSignature (FIIfFEABHSEOMH H)

(2.5.29.15)

extendedKeyUsage OCSPSigning

(2.5.29.37)

OCSP No Check null

(1.8.6.1.5.5.7.48.1.5)
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74— R AL G
certificatePolicies certPolicyld=1.2.392.200091.100.901.7
(2.5.29.32)

policyQualifierID=id-qt-cps
qualifier=CPS=https://repository.secomtrust.net/SC-Root3/

3% 7.1-7 Security Communication ECC RootCA1 FiE B E4L5E

74—V K

FLRF I GL)

authorityKeyldentifier
(2.5.29.35)

CA OABH#EZ SHA-1 12X D /Ny o =2 L7- 160bit fi

subjectKeyldenrifier FIRZE OAR#EZ SHA-1 2L YD /Ny v =2 L7z 160bit fH

(2.5.29.14)

keyUsage digitalSignature

(2.5.29.15) (keyCertSign, CRLSign # [ < Do HAENZ DWW TiL, K
CA CHUBEIL U TRETHHAENH D)

?;tsrzlge;%ieyUsage timestamping(1.3.6.1.5.5.7.3.8)

R (TSA DHFRET D)
certificatePolicies certPolicyld=1.2.392.200091.100.902.2
(2.5.29.32)

policyQualifierID=id-qt-cps
qualifier=CPS=https://repository.secomtrust.net/SC-ECC-R
ootl/

cRLDistributionPoints
(2.5.29.31)

URI:http://repository.secomtrust.net/SC-ECC-Root1/
SCECCRoot1CRL.crl (7«1 L7 ~V kizH 2 CRL EAREAT)

Authority Information
Access(1.3.6.1.5.5.7.1.1)

OCSP - URI:http://sceccrootcal.ocsp.secomtrust.net (OCSP
H— X — BRI
KAEERFEBICREDA L ZE X DILD

3% 7.1-8 Security Communication ECC RootCA1 OCSP H— N—GFHEJLIE

74—V K

oL & (G ))

authorityKeyldentifier
(2.5.29.35)

CA OARRSE% SHA-1 ICXk W Ny = L7~ 160bit i

subjectKeyldentifier FIMFE DL Z SHA-1 2LV /vy 2 = L7z 160bit fA
(2.5.29.14)

keyUsage digitalSignature (FIJHZEABHEEOEIH HHY)

(2.5.29.15)

extendedKeyUsage OCSPSigning

(2.5.29.37)

OCSP No Check null

(1.8.6.1.5.5.7.48.1.5)

certificatePolicies
(2.5.29.32)

certPolicyld=1.2.392.200091.100.902.2
policyQualifierID=1d-qt-cps
qualifier=CPS=https://repository.secomtrust.net/SC-ECC-R
ootl/
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AP —ERCBNCTHNBERETATY X4 OID IE, KOEBY Tho,

% 7.1-9 Security Communication RootCA1 7 /L= X 2 OID

V=N

F7Y = Ml

Shal With RSA Encryption

12840 113549115

sha256 With RSA Encryption

1.2.840.113549.1.1.11

RSA Encryption

12840113549111

7% 7.1-10 Security Communication RootCA2 7 /L= U X' A OID

ToIY XL R AVES/E N7 IES
sha256 With RSA Encryption 1.2.840.113549.1.1.11
RSA Encryption 12840113549111

# 7.1-11 Security Communication RootCA3 7 /L= U X A OID

V2= 2N ERAVES/E N7 IR
sha384 With RSA Encryption 1.2.840.113549.1.1.12
RSA Encryption 12840113549111

7% 7.1-12 Security Communication ECC RootCA1 7 /L= Y X 2 OID

T TY XL N AVES/ AN VNS
ecdsa-with-SHA384 1.2.840.10045.4.3.3
ecPublicKey 1.2.840.10045.2.1
secp384rl 1.3.132.0.34
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7.1.4 £ R
A CAB L UFIAEIL. XB0074 10> TEZSNTZDNICL > TR ENn 5,
% [7.1-13 A RHESCF) 1< DN (A [ GEZe CF A RT

# 7.1-13 fEHAIRESCTF

R ey Rl

A~7Z. a~z 0~9 R d =

7.1.5 4R
BRE LR,

716 CP A7 =7 MBI+
A CANFITT 2D TSAGFHEICE#H SN DAY > OID 13# 1.2-20ID (KCP)] @&
BOTHD,

7.1.7 RV HIFIYEEOFH
BRE L7V,

7.1.8 RV UELGF D ER L OEN
RYMEMFIZOWTIE, KCP B L CPS ZAFKT 5 Web ~<— 0 URI Z#&#1 L T
W5,

7.1.9 EE/RFEHER Y SALREOLE O E R
RELZRUN,
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7T2CRLO7a > 7 A )L
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A CA 2354795 CRLIZ. X509 CRL 7 +—~ v MMERUZ L 0 ERk & 5,

7 [7.2-1 CRL JAfEHE ] (2T 74— FEHWS,

# 7.2-1 CRL A

(BB TNV U XLGEF)

74—V R ]
Version CRL 7 #—~ v hOEE5*1
(R—Va V)
Signature KCANDNEFBLIZHNAT LT Y XA

DR A-*2

Issuer

CRL OFEATHE #

BITES) (AR CA W fET HIEH)
ThisUpdate CRL O%1T HIKf
(EHrH)
NextUpdate CRL DR D HH T 7E H KF
(KIEEFHTER)
RevokedCertificates Koh & 7p o T2 REBHEDO I
(KZhV A 1) SerialNumber (VU 71L& %=)

RevocationDate (4%h H )
Reason code (KZhEH)
DEREIND

*1  CRL 7#+—~ v h®O&FEI Version2 [T E SN D,

*2  CRLIZBATABEICHWSEND,

721 XN— g KB

A CA %1795 CRLD X509 74—~ ho3— g U &FE13. Version2 Th b,

7.2.2 CRL 15k

A CA %1745 XB509CRL ¥EE 7 4 —/V K&+ 5,
# 17.2-2 CRLIEIE] [T 74—/ REHWD,

% 7.2-2 CRL ¥L3E

T4 =LK B
AuthorityKeyldentifier CA OABAgEA SHA-1IZ X W Ny =2 L
(B RERE e Rt ] ) 160bit f&

7.30CSP o7a 7 v A )L

AKCA 1Z. RFC2560, 5019 ([Z¥#E#LTH0CSP Hr— "—Z 4Rt %,

781 "=V g o FKH
AKCA IZ, OCSP X"—Y 31 27 5,

7.3.2 OCSP JLiE
(7.1 GERHEO T m 7 7 A4 V] IZic#HT 5,
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8. MEHLMERE A

8.1 EEA DAL
CPS IZHET D,

8.2 EE NDH Y LBk
CPS IZHET 5,

8.3 Bifi N & A a5 & DRAfR
CPSIZRIET %,

8.4 A THb 5 HIH
CPS IZHET D,

8.5 AR HIH~D XIS
CPSITHET 5,

8.6 AR OME
CPS IZHET 5,

Security Communication RootCA
Time Stamp Service Certificate Policy Ver.5.04
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9. MLDZEF bis L ONERIRIE

9.1 B4

9.1.1 FEIZEDRIT E T2 ITH R0 D6k
RIFFITRHIRED D,

9.1.2 FEHED T 7 & 2 B4
HE L7220,

9.1.3 KNEFIZAT—FZ AEROT 7 & Ak
HE L7,

9.1.4 fh¥-—r 204
HE L7220,

9.1.5 FREEHIARY
RIFFRHRED 2,

9.2 MBHIET

9.2.1 fRIRDOHHE

TalE, KCADORBICHIZY | TR MBI AR AR 20D L5,

9.2.2 FDfhDERE
HE L7,

9.2.3 TV R 2T 47 ORI E 72 I3PRFEHFH
HE L7,

9.3 B HR O

9.3.1 HRE 1T O HIPA

CA Th %t 3 A)MREFT 5 Ads L ORERR O FHI,

AEHZE. CRL, A CP B XU CPS

D—HE LTHRMICARSNIZ b O LIRS, BEREGSRLE L THbh D, &2 403,
EOEDIZE 2588 LONMBEIC LD FAOKREZ TS B 2RO T I b OfF Rzt
SMIBZR L7y, D DIE TR, "lHETHL, ITBIFRLD 2 WITIEHRTER SR D T Off
DFHUEE L TT FAA 24 58S LOMBRBRIC S L, &2 SRR S
ELTHONDIERERTT 22 ENTE D, FLREOE0R BIND 2SRRI
HLTT RS 25 o# L Kttt @REELS L OZomoHMFICHLTH, &=
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DTSR R L L TR DbN D IEREZRFIR TS Z LN TE 5,

FIREORAHIL, EORPEIC XL > THRERFETXEERTH DL, AP—E A TIL,
WDRDEETHLZNDDHA~DT 7 B AFEZRAE L TV,

Ao ZICEENDHERE LOEEREET, MEREFSIRERTH D, T3 Lk, CPS
[8.6 Ba A ROME ) IS N TV DAL I TEDEDICL GG LRV T, Zb
DIE WA A A~BR L7220,

9.3.2 BEBEIRERI S DI H
AEER LU CRLICE FNTW D IERITBE RS SRIL L LT D, O, ORI
BN TS BT BE R R 24 L35,

Ta AOBRIZESTHONTZ, HDHTHOLND X )T T E#H

T ADANO PTG BERFFOSIRE LICEa AZmbe, HAWITHELND X
T2 o T

T3 L Ko TR B NIZBHZE S 7z E iR

BEIRICE L TR EIC X » TERR SN TV D IR

9.3.3 R E M ORESIE

CA ThH otz ApRFFT HHEEHEZ . IEOEDIZL 5568 LONMEIC X 25RO
AR LA IR T 520 d D, ZOBE, ZOEREMV GO, BHH DV
(TIERRHIFINC L 0 Z O MA R =B ITBRRT 5 2 1T TE R0,

9.4 fEATEHOKHE

9.4.1 H MG AR 7t

tasd, HHOFFE—EAOFHENSINE LG ®RE, HHENEORR. %
PIESAE DO RAS | MERRAT Hoet R Ofead 72 £ CA OMENC M E R FH TR+ 5, = A
OENTERIRFE T EHZ DWW TIL, B 2 AD R — L3 — U(http//www.secomtrust.net) |25\
TART D,

9.4.2 fHAfFH & L THbh 5 1F#H
Tasit, EBENOESICESEHEAGRE LTED OB (T AORFE—E A
OFNHBENOIE Lo HR 72 ) Z2EAEHRE LTIV, #@UICEBT 5,

9.4.3 NG & e SN2 VMG R
ot 19.4.2 EANFHRE L THONDIEHR ICEDZEBD HAEHREZID D,

9.4.4 M NTEWMZERiET HHEIT
Y asit, BHOERB L OKEICHZ 0 EY 2 -HFHF OB AGRIZ. 2RO G &
BRI THTHD 2T, —UE =FICRRL UIR bR sD 45, A CA DEMA
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CRITAMAEREESHEE 2T T 500 L U, fAGSE#ES IS A A ROR Y
WNMZBE L, —ERICEETAHBICK LENEEA ESF ST D T 5,

9.4.5 EAIEHROME T 2@ & [FE

T a At IS TEDONEEAERE, FEHERAE O REZS-FH B LS T
EATEREFIH L, [MAFE S, FFEFAFRICOWTIL, IERTRO LR B
OHEIPAN, 2 OREAERRZE L REZS7-FA BN THHAT 5,

9.4.6 "IEETIIITERERIID » T2 WBR
EA. BRAL FHPFTOWRE - i, TEITOMD « fERFEICLVBRZER I NS
W, FEAERIHEOEANIEREBFRTHZENTEDLHDET D,

9.4.7 F DD IEHRB TS
HE L7,

9.5 HIRR FERE
Yo s LFAELE OB THEOEENRENRWEY | K —E 2(20hvb D IEHRE R
BIOTFT—#i3, WIORTYUEZEOHENIZET I LD ET 5,

FIR A REA & T MFETOMETH D

CRL A AIRETDMETHD

w4 (DN) FIAAFEAZFI S UMl A DIV TV SR D IZEBWT, £ D4
PG SNERBE T 2METH D

MAZEORAR | AT, TORFEFIEETIIRFEEEOFTAEE I HID LT, KB
HENRDRARETAT DFHECIRET DMETHD

FIHE OB | RAFTIEETIIRAFEAR DA E T b B3, T2 2 FAT§E %
AT DRAEmET DMETH D

K CP B XU | vasllfETdUE GEIEELET) Thb
CPS

9.6 RIATRAE

9.6.1 CA DFRIALRGE

A nid, ACPBEVCPSITHIE LIENA 2T L GEHERGBEICHET 2% A, G
HEORGR, FAT, KGO — e X 22t L, CA RLAROEHN: 2 & Lot il
DM Z PR D,

K CPBLVCPS ITHE SNIZRGEZFRE . B2 AE, RS 5 VISR, b L
FEDMOTTEZRDT . —UIORIEEITOR,
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9.6.2 RA O FB{EF
AKCP 19.6.1 CA DEALGE] EREkE T 5,

9.6.3 FIHH DFRARGE

A CADOFIHHIL, UTOEFHEZAD,
AR CA T, FIHA DR TE ZHHN TIEM o2 ma ettt 5, HikiFmick
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