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BIFBL., Kb, BiEE Woltb X 2 U7 4 HilF2EZH T 57200, AR5 &
WO RS S HNE WA O Z L2 ),

RFC3647 (Request For Comments 3647)
A=y MZETL2HEHMNOEREZED MK TH S IETF (The Internet
Engineering Task Force) 2387342 XETHY, CPICPSDO7 L —AU— 7 ZHE LT
XEOZLEWD,

RSA
ANPGRS E LT & LTV D bR R S HIF O &5 TH 5,

SHA-1 (Secure Hash Algorithm 1)
BEFEL DN DNy V2B (ENEE) 0VOE>2ThD, Ny =afBEEiE. 52
DN BEEREO Y Yy MIZART HHAETFEEZ VNS, By MREIZ160 By K,
T2 DEEMEZEMT Ay Va2 liE T 52 & T, BEEP CRIPH I A ST
WD ERIT S Z ENTE D,

SHA-2
BB IHDILD Secure Hash Algorithm U — XD Ny v =2 B THY . SHA-1 D
KRR THD, ACPIZHDH SHA-256 D> MR 256 £ b, SHA-384 Db M E
1L 384 By b, T—HOBREMEZEMNT Y v alabitd 52 & T, @ERT TR
IBHE SN TORODERIT 5 Z LB TE 5,

X.500
ZAIB LT FUAORENO BIEIC KX 2B E CLEEAL Y — 22 tT5 2 L &
HHIZ ITU-T MNEDT=7T 4 L7 bV EENRE, X.500 kB4 1L, X509 OFRITELBLOE
KELIHERHENS,
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X.509

X509 ITU-T NED-EFIEHEB X OGEHELD ) A O 7 4+ —~ v b, X.509
v3(Version 3) CTlE., fEEDEFRAZIRA T 2 720 OILEEIR S BN S 47z,

H~h

TAJ H—
WEFICHHIT A Z L (378 209,

A7V =7 FERIF (OID)
Object IdentificationDlg, I C—& & 70 HEZ B &R (ISO | ITU) 1TH8EK L 727k
Bl7, PKI TES 7T Y XA EFIEAENICEMNT 5240 (subject) O % A 7
(Country# D JEME) FiX, A7 V=2 Ml & LTHRESINTHWD OB EHI N
o

BT
INPREERE 5T AUT I T D RAAHE & ABREE) DRERL S LD,

=
AL Y AT D~DT 7B AN EBIEO B Z AT 5 72 DICFLek S N D FRGER &~ A
T LOEWEREST 7 v A EREEEZ VD,

K
=

ABHE

AR RICBOTHW SN AT O—F, FAEEICHINT 5 A ST\ At
D LEWND,

A
ARSI B U BV THW BN 8T O — 5, ARSI T 5 FIHE OHABMEE
TEHROZEENVS,

ALY
TR EOR, &5 AMEE, RSN bOBRAT 5 2 & ATENT 5B L,
CABETBHENT 2 LT, TOESESRIES NG,

FEAAERZN U X F(CRL)
Certificate Revocation List D, &K CAIZ X o TR SN ZFEHEF RO —ENHES
LTV 5,

AEIA 81T Z R (CSR)
Certificate Signing Request O, B FiEAEZBITT HEOLERDT—X 7 714 )L,
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CSR (ZITEFREAFEDOFITERE ORREENZENTEY . ZOARRGHIRITE DEAL
25 L CEFREHEZ BT D,

FEERY ~ (CP)
Certificate Policy DR, FERAZEICET AR EZHEL TWAXLEDOZ L2V,

BADABE LT

BFEHRERZAERE ZOIERTHY . ZORALENZEDOT —Z BIFAELTZZ & D
AERH (fFFERERA) & Z OREZIN S RGE L2 £ TORICE DT — 2 BWER - XA S
TN & &G GEREAGEN) T2 F N TE 2 FE, BLOZOFHLUIHE <
ROz LE2WVI,

AP —ERATIL, XA LAX 7 %1TH TSA (Time Stamping Authority : % A A A%
> 7JR) BEONTSA (T LERHERF ORL(E ., BiZlEE & 21T 9 TA (Time Authority : ##%E
RFBAE /) T OREAEZ 17T D,

]

o i)
R ED NDREDE T LEDIFRE TH D Z L AGEHTL2EFHIRERTHY ., BX
O, HECEICEENDHROBEMELEREDPRIEL T FEERT2BEHL TH D,

BékE (RA)
Registration Authority O, K¥—E A TlE CA DHEEKED H L, BEELZIT O HKE
DT LEWVIH,

salLiE IR E (CPS)
Certification Practice Statement DW§, & F-REAEOHGE, HEEOFA, AEFHEIRIT,
KL, RE. BRE2ELAT—EADREB LORHIZHT-> TOFEESAELZHET D
H D,

Pl — B AWEE S
A CPDOEMH, ZEOMFE, AV —E2AOEMNARY > OWREFZIT O BRI EME,

ioalkm (CA)
Certification Authority OWg, FERAEOIEIT « BHr - KEh L., CASERAHDERRK - IRi&
B LRI OBEREITOMED Z & 2 5, AR CP Tid¥ 7 // (IA:Issuing Authority)
bEEND,

~A TNV a UH/E
A CP ONKFEFIZEEL T, EE LV FIHECHREEE M REES° CRL 243 % 5
T, BEELRVWPEITEATE 2 Ll L2546, AR CP OWETIRIZ AT T 5 83%
& (B : Version 1.02 72 51X, THES (02)) &7,
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ATY =RV g VB
RKCP ONEELIZEEL T, BHE LU0, B o ICHAECREES 23 5E#E<° CRL %

M2 9 A TRET L LW L5 E . A CP OBGETRRICATT 2% 5 (7 : Version 1.02

mBIE, TERED (1)) Z2d

VAR U —
CA PFAT LICREHEEDOKNETCH D, 22—V —F 737 7V r—ra v Bxry hU—
TDOEZNLTHIEHEICLT 7 EATEDL LT H-ODOHEHMATH 5, CRL oA CP

HURY R =TSN D,
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2. AREVRY M) —DEE

21 UARY Y —
CPS IZHET %,

2.2 FIEIEE H OB
CPS [ZHET 5,

2.3 A OB R X OBEE
CPS IZHET 5,

24 VIR M) —~D7 7R3 ha—)L
CPS IZHIET 5,
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3. wll &G

3.1 i

3.1.1 A ATOFESH
AEEORITHE OLRTIEFITHRTH HFHE DL FTIEL, X500 OF#%5I4 (DN :
Distinguished Name) JEUZHtvy, HoA& CP [7.1.4 4riEX 1CHI- CRET D,

3.1.2 FEED & %4 Hi DB

FIHAF OB, BHRO S 54015 A5, sERIEICRE SN D EREL T, MikE
VAR O] e dt P CRIE L 7= b o TR uiE e 720,

FIRE L, B =8 OBEFEECEET 24 %, A CAICHEEL TERZR L0,

3.1.3 FIHEZE OEL M F 72134 %
AEREI SRR S D ERE L ICEL ORI L,

3.14 S ESERAFOEREMIRT 572D HH
DN /Z. A< CP 3.1.1 4RO BLO 13.1.2 BWROHHAL4FIONLEM | TEFRL T
WA ERBDITHIRT 5,

3.1.5 A RIDO—EME
AEFC R S LD EAREAIT A CA DFITLIZT R TOERHFE ITBWT—E LT 5,

3.1.6 Rk, FREER L OPERE D%
%@ﬁﬁ®%ﬂ;wai\%@%%%K%ﬂﬁm%éﬂé%®&Té AKCAIZ, MBE
WIS U T, PERERTREE Ik U, PEREICBE 3 D S O RN EHDOIR R EZ RO D Z 3D 5,

3.2 WllEl Dl & F8E

3.2.1 FAERDPTA 2L % 51k

A CA L, FEFERGEE 2 b1 SRR EIETTEK (Certificate Signing Request
VSN K$RI&W9)@%%@@£%ﬁW FTHUTEENTWD AFGIIST 5 A
BTEALHINTNDLZ L E2MHERT D, 72, CSROT 4 o T—7V v M afEd L, AR
DEFTEEZRET D,

3.2.2 #RRDOFER
AEPAE RS AL, REEORITHEERIC, A CA ICU T OlFHRz At L b
Y,
AEPE AT RS &
FAE D L <IEZHADRFEEL TV D 2 & 2T S 16
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CSR
Fof, TaARNEEL T HEE

AR CA X, UEDIERZ AW CTHEEIZED OREERN DN & 2RI D,

3.2.3 [AADG
A CAIZ. HAIZK L CREBHEDORITIZITH2R N,

3.2.4 WGRES 7R WEEREFI I O
A CA X, FIME ORI SNFENERITHEEHILS L O CSR Flnb., #94
(Organizational Unit) ([Z-DWTRGEEZIT/R D720,

3.2.5 MEFRD I 4 MR
AR CA VX, GEIAERGES & 72 DR £ 72 1XFUR OIS, fLE 7 I3RBEADN, Z Ofkk
FEFIRICE T A ROBEEZITOTZODIELRMEREAH L CWAZ &2 HERT 5,

3.2.6 tHAEH O FHE
$CA L. 2':CP %O%ZIK CA ﬁ)%%[JLHLDELf; CAl X—J-L/ H‘jil_'—ﬂ:alinhu ,]ftﬁﬂi%
FBITT D,

3.3 S BB EE Y ORI & RER

3.3.1 H OFAFEIHIC & 7 O REHEHT H%%(D%k%ué:m
A CP 3.2 ¥l &F8RE) & RO Tl

3.3.2 FERERNZ OFLASEEBIAE O AEPE R FERFOMA & 585
A CP 3.2 WIEIOFA EFRGE] & RERO Tl X 5,

3.4 %Xjﬂzﬁ Hﬂ{t@n%%”&nun
A CA . FEFEORIHFFE 22 T AT 256, R SNRAEOF#RZ S L1T, #IE
RERTHD Z & 2R T 5,
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4. GEAEDO T A 7Y A 7 Nk D TEH B

4.1 FERHEHGE
4.1.1 FEAERGEEZITO LN TEDLE
FERAEORITHEE L, BITHE 21T O M E 72X o EE 8 F IR RFEANT S

ZENTE D,

4.1.2 HFEFHiB L OHEE

REBEHFEE L. AR CA XV FRNCEAM SN FRIHE, FEAEOHFEEZIT O,
AERE H G FEEDORITHIEZIT OO0 . K CP, CPS. ZOfthA CA LV BR
éﬂki%@ﬁa%%wa“é%@t?é

AEAERGEE L, A CA [T 2HENAPEMRRFERTH D Z L ARIAELRITIUIRD
fﬁl/\o

4.2 FEPA S T

421 %&%IJ éj Rty uEO) q:-“‘l,*)L
A CA . FEMIEHGEE NSO ORITHIEICH L, 2 LI HFEEHB LN CSR OHEIEN:
%\F32%M]®£%U&mn (D T HERE T D,

4.2.2 FFAERHFOZH E - IIAT
A CAL., FFFHEHFHEE O OHZFEICH L TOED N BEFHIE\, FFBHEOIIT
REEDOMGEZRE L, ZTOMREEZIEAERFEICETT 5,

4.2.3 FEBIEHFE O ALER IR ]
A CA L, FEEHGEHE D ORITHGEZ KM LICG G, TSN EZ 31T 5,

4.3 FEBHEFRAT

4.3.1 FEAEORITRIZIIT 5 CA OULEE T
A CA L, FFFHERBEN LIRS CSR OARREIZ L, ACP 7.1 GFlAE 0~
7 AN ICHELTZHART, K CADOREH#HEZ HWTEL L LIZEAEEZRITT 5,

4.3.2 FIHF 3T D REEFRITIEE

A CA X, ZHANT SISk 23FHEDORITNE T Lot BT LT sEAE L SR
BRI L, ZEEL EBICHB LT 9 2T FIHEA~TRZT 20 F 23R HE T4
95,
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4.4 FEAEOZEMER

4.4.1 FEBAEOZ AR T

FIFE L. AFHEONAS 2 MR U, RIES N L)l U 7= T, A CA T Lz EE A
B L ude o2, R CA L, ZEELZHE LR CIEAEOSZITANDTE T &7
D, I8k, FEHEONRFITRY B oG, sEHERFEHITER 2 ZDF 2 A CA ITE
L2z o720y, SEEONFICE T2 Ly CiE, REEOEMA XY 14 BUN
WZATORIT LR B0,

4.4.2 CAIZ X BFEHED/AR
A CA D3FEAT L7- TA., TSA ZFER L ONTA, TSA ZFEM T O TAL CA GFHEIZ, U
R MU — ETRBET A,

4.43 MO 2T 0T 2% 25 CA OFEBERITIEN
KCAIL, MO T 47 1% L CEEHEORI T ZITH IR,

4.5 G LEEHED AR

4.5.1 FIHZE ORI L OGEHEO Hik

A CA MHATT 2REHER K ORIHE L FR T 2R A# O Hi&iE, = a2t LT
HH—E AR, ol EERBRICHDIA CA OFFENREL THWEY—E R E 72135
I ED TV D HBICHIR SN T D, A CABNRITT 2FEHEL, T OMmo HRICHEH L
TIEZR B,

4.5.2 FRAEE OB L OGEREO &
WMErE 1L, A CP BLUCPS ORFICHOWTHAEL . K LT~ 9 2 TA CA DIFE%L
A L. A CADBRIT LT iEREOEENME A REE LT e 70,

4.6 FEBAEO T HT

K CA X, FIHAFEOHFHST OFF 2O VGEHET 258D 72\, GEHELY B4 58
Bld, FipEET 2ART AL L, ACP 4.7 GEHEOETR) (T D D FHIHE
50

4.6.1 FEFHEO T HHH
AKCP 14.7.1 $EFEFZLESEHAEOTHFE | IZFEHT D,

4.6.2 GERAEFEHHGEEZITO 2 LM TEHE
AKCP 14.7.2 F LWABSEOGEHERGEZITHY) 2 ENTX 558 IZREHT D,
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4.6.3 FIEFEHH S O WL Fioe
K CP 14.7.3 SEFEF 2 £E 5 AEIAE R HEE OB T IZREHET 5,

4.6.4 FIFHEZRT D8 LWOGEBEO @
AKCP 14.7.4 FIRAFEIZKT 28 LWGEBEO@EE | ([Z5LH#T 5,

4.6.5 HH SNT-FEHEO X HMER Tt
AKCP 14.75 #EHIZE LR WRITINT-AEAEOZ EMER T ([Zie#ET 5,

4.6.6 W SNTZFEHED AR
AKCP 14.7.6 $EEFHEAOIEHAEDONR ) (ZFLHT 5,

4.6.7T DT T T ¢ 12kT 2D CA OFFFAEII T
AKCP 1477 DT T 47 41Zx7 % CA OREHEFRITIER ) IZRLHT 5,

4.7 SEFH A O FEREO BB
4.7.1 SEEHE M G EO T HTFEH
ST A O FEBEO BT \%%i@ﬁ@@%ﬁﬁTﬁé%Qikﬁ%@ﬁ%mﬁ&

b RWVEEHED R ZAT > o5 8 HIATOL D,

4.7.2 FLWABBROGEHERGE AT Z LN TEXDH
A CP 14.1.1 GEFAERGEZITO Z LN TE5H) LREKET D,

4.7.3 HEFH 2 LE O FIEBH E T 5 O LB Tt
AR CP 4.2 GFBHERGE Tl CREKRET D,

4.7.4 FHFE IR 28 LWORERREO @
K CP 14.3.2 FIHEIZRHT HREBAERITI@MA] SREEE T 5,

4.7.5 BEEHIT L HIRWFAIT I NI RERE O fEMER T
AKCP 14.4.1 GEHEOZEME TR LREET D,

4.7.6 ST HFEADOFEHED A
AKCP [4.4.2 GFHEONRE] LFREEE TS,

4.7.7 o= T 4T 4 1ZxT D CA OFERAERITHEE
AKCP 14.43 tho=>T 47 41235 CA OFEHERITEE] LFREEET 5,
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4.8 FEEDOEH

4.8.1 FEAEZ AR T 54

AEEOREFHICEE N A U GE, FIHEIEAR CA ITx LTHONIERICET 5
$%%ﬁb&fﬂi&%&wo%E_ﬁﬁaﬁé@ﬁ%ﬁiﬁﬁ\ﬁ%%@%@%;@@@
FATRED Ffe o b > TITOiL D,

482 FFHEDEERELT LI ENTEILE
AKCP 14.92 FFAELEDNZHHETLIZENTELE ] B M4.1.1 GEHERFEZITH Z
LR TEDHHE] LRk ET S,

4.8.3 FEAEOE T HEE O F5E
A CP 14.9.3 khHiETE: B 14.2 GFAERFE RS LREET 5,

4.8.4 FIFFF KT 28 LUWOGEEO I TN
A CP 14.3.2 FIHE KT D aFAERIT@E] LFEEEE T 5,

4.8.5 XN T-REBHE O iEMER Tt
AKCP 14.4.1 GEHEOZEMRE TR CREEET D,

4.8.6 BT INT-FEBHED AR
AKCP 14.4.2 GFBHEONR] LFREET 5,

4.8.7 D= T 4 T 4 1ZxT % CA OFEHERITEA
A CP [4.4.3 T2 F ¢ 7 (1255 % CA OFEABIITEE LKL T 5,

4.9 FEHEDO RN E L O—KfE 1k

4.9.1 FEFELRZFH
= E%@%“’ﬁdwfﬂ%iw%%$ﬁ ITHZ2ENTED, EIZL, ROFE
BB FRAE LI2GE, FIAEIL. ﬁCA_£%$®%%$%% TORIFIER 7220,
AIEE ﬁﬁ%ﬁ’ﬁﬁﬂ%ot
FAASED B, fnde. TR, TEﬂm* XV FEAEOEEM 2R LTt H 5
Be
TSN EIL LB MEN KON 58 23T O R & 255
AEHEORZE., FIHBRREL L 0niGs
AEHEORIH Z R IET 255

£l A CAL, ROFEHITFEY T L Ll LIcGa. FIRE NS DRDHPFHOA I
o, SEAFORDNRTELHD LT D,
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FIAF DA CP B LOCPS, #, RIS BELZBEITL W RWEE
taln, KY—bEREKTTOHE

K CA DFREBRNEIAL LIZ 72132 DB TN H 5 LB S ni-HE

A CANKZ LB LT 25 LT 52 OMOREARD S5

4.9.2 FEAERDERFETHZENTEDHE
FEAEO LR EEIL. R FEAIT O MR E IR oRFEE B IR FEANT O
ZENTED,

4.9.3 KENHEEFhe

AEEO RN G FHtld. A CA IZxF LAEIELRINC T o LB RA xS 52 &
TITbivd, 2720, BEZETHIHAC ERROFIEC L 2TRBTE WA, RER L
LT, B A—NMIEIDHELARETH D,

4.9.4 KZNHGEEORT WM

FABEPEITME LTS5 E R REWFEIT, K2 HmET 2 5 B¥EHATE T, K CAIZ
ITORTNT R bR, 2L, RRERNGEHRE L2208 nd 55613, Hik
WA AL, THONITRRFEEZITORTIE R 620,

4.9.5 CA DIZH A GEULEL D TR RF R
A CAIZ. BB 22 T T b T 0 iF B ED K8 %2 EITT 5,

4.9.6 WAEH O KBTI
Kb 1%, & CA |2 & 0 3647 SN AEE & (EH L. FURT 281, CRL %713 OCSP
S BB B T LA K D FEEA A SN TOAN T L R RER LA R B A,

4.9.7 FERAERZNY A N ORITHE
CRL IZ. FIEIOFITH S 1AELNICH T 7272 CRL ARITEN S, £7-. iFHEORITE X
WK ZATHS TG b HT272 CRL 3 IT3 1D,

4.9.8 FEFELRZN Y X N DOIEIT O e KIEEIEFFH

CRL IZ. GFHEDORITE L KB 21T > THhd ., TN =72 CRL 25847 L., VR
MY —IZ8BT 5,

F72. KACAIXCRL & & IZRBEBZ T HREZ Y A MY —IZABHT 5,

499 T4 L TORE/ AT — 2 AR O HIE
F T A U TOFEAERT — X 2FHRILZ, OCSP ——%@ L TRt 5,

4.910 F2 T A 2 TOEEN AT — 2 ZAREREAT 5 7= 6 DO EAk:
MRFEE 1L, A CA Ik W BTSN EHEAEE L, FAT 2802, SEBAEOH M %2
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BLRTNER B2, VARY P —i24B# LT\ 5 CRL 12XV, GEIHEDRZEGDOA
AR LR WA IZIE,. OCSP #—_—C L 0t SN HFFHE X T — & 2 FROMR
PATORTIIER B 720,

4.9.11 FIH "TREZ2 R MOt O

A CA X, RFC4366 (27, A7 —7 U 7 ZFHAL T OCSP L AR A& fidffi CT&
%o ZOHA . A CAIXFEHER FH#E 2 TLS AL _£%EJNXSPVXT/1%E@5_
LEMERLDIZT 5, A CAIL, FEAFEFHEZICH L CZOESEZFEmT 556, —F
AFIHBUE F 723G ER S & OR(EE, HDHOIEER CA ;é&ﬁ%;ki@#—
EABLHEOEBERTHISTHHDET D,

4.9.12 FOEFAILIT 3T 2 RplEAf
[4.9.1 FERAZARZhFH ) ICRE#ET 5,

4.9.13 FEAFEO B L
A CA I, FEHED —KHEIEZ1THR0,

4.9.14 GEHEO —RHEIERFEEITO Z LN TE5H
WHNET 5,

4.9.15 FEHEDO —EHZ 1L EE T
JiEP A R

4.9.16 —KEILZ/kpcT 5 2 &N TE HHIM
WHANET 5,

4.10 FFFAED AT — X AR —E A

4.10.1 HH LK
FIAEL L ORFEE 1L OCSP — "—%@ U CiFHER T — % AHFREMHRTHZ &N
T& 5,

4.10.2 Y — 2 OF|H [ REM:
A CA 1%, 24 W 365 H. nEED%ﬂXT~§’XTﬁ$&%ﬁEE I TT&x 559 OCSP #h— 1—%
BHT S, 2720, BRESFEICL Y, —EFIZ OCSP —N—ZRHTE2WIEE L H 5,

4.10.3 &7 a FulefE
HE L7,
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4.11 A (CBEk) O#T
FAZBEFIAY—EROFHAEK T T 256, BRNEZICED T —EXAOF KT Fhi
XEMNELT D,

412 F—xT A7 o— L §EREE

4.12.1 F—x A7 n—LRAER Y 8 L O
KCAN, KCADORERZE =FIHEET DI LiF0,

4122 By aryx—0h e #EEORY B L O0NEE
HE L7,
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5. WERRY, Fht . AHEROEEE

5.1 WAy E B

5.1.1 AT L OWEiE
CPS IZHET %,

5.1.2 WELR)T 7 & A
CPS IZHUET %,

5.1.3 P L UM
CPS IZHLET D,

5.1.4 /KEXIHE
CPSITHET 5,

5.1.5 KX
CPS IZHET 5,

5.1.6 BLARLRE
CPS [ZHHET D,

5.1.7 FEIEALEE
CPS |{ZHET 5,

518 7% A bR I T v
CPS IZHET 5,

5.2 T LoE R

5.2.1 fRHH T~ &l
CPSIZRET %,

522 Bk L IcnE L S b A
CPS |\ZHET 5,

5.2.3 flil # O&RENZxET DA NVEMERS & 785
CPS |\ZHET 5,
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5.2.4 BB DS LEL L 79 H4E|
CPS IZHET D,

5.3 NFHHYE B

5.3.1 B, BRERE X OB oZ:
CPS IZHET 5,

5.3.2 T EuiHA
CPSITHET 5,

5.3.3 #EE M
CPS IZHET D,

5.3.4 HEEDOHER L OEH
CPSITHET 5,

53,6 tFEOn—F7— 3 OHEER X WIEF
CPSITHET 5,

5.3.6 FB HAL TV ZRWMTENZ R 2 il #k
CPS IZHET %,

5.3.7 M7 U 7= 3K E o g
CPS |[ZHET 5,

5.3.8 BRI NDHER
CPS [ZHET D,

5.4 B 7 OFNAE

5.4.1 FEEKI LD A X b OFESE
CPS |\ZHET 5,

5.4.2 WA T 7 2 ARG B AEE
CPS IZHET 5,

5.4.3 Ao 7 2T 5 IR
CPS |\ZHET 5,
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5.4.4 B o 7 Oif#E
CPS IZHET D,

5.4.5 Bt 7 DN 7T T Tt
CPS IZHET %,

5.4.6 s 7 OINEES AT A
CPS (ZHET 5,

5.47 A XV MERZ LI=F~DEH
CPS IZHET 5,

5.4.8 MeFgMEEEAm
CPSITHET 5,

5.5 FLEkDIRE

5.5.1 7 —hA 7 OFi¥E
CPSITHET 5,

5.5.2 7 —H A TIRAEHIE
CPS IZHET D,

5.5.3 7 —Hh A 7 DI
CPS |[ZHET 5,

554 T—H AT DRy 7T v 7Tkt
CPS IZHET 5,

5.5.5 FLERICH A LAK T R 53 A ELE
CPS IZHET %,

5.5.6 7 —hA TINEL ZT L
CPS |\ZHET 5,

5.5.7 7 —HhA 7 OWEEFHe
CPS IZHET %,

5.6 DY)V Bz
CPS IZHET %,
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5.7 (FHEMEIRALRIE D DEIA

5.7.1 FR X Oarb by o Fie
CPS IZHET %,

5.72 N—RU =7, Y7 Ny =T 7037 —Z PR L7256 O Fihi

CPSIZHET %,

5.7.3 FMEHEDMGIAL LT 56 O T
CPSITHET 5,

5.8 WREHEH DK T
CPS IZHET 5,
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6. HilftEx oV 7 ¢ &8

6.1 T OEREA VA =L

6.1.1 #E~T DA
CPS IZHET %,

6.1.2 FERAEFR|HE T 5 WEE D A
CPS IZHET %,

6.1.3 IR ~DABRED AT
CPS {ZHIET D,

6.1.4 W& ~D CA ARG A+
CPSITHET 5,

6.1.5 @Y1 X
CPS IZHLET D,

6.1.6 APAEED T A —H —DEREB L OIE R
CPS IZHET %,

6.1.7 #D ik
CPS |{ZHET 5,

6.2 FAAFEOIRER K O 5B Bl o5

6.2.1 HF @ OERER L OVEH
CPS |[ZHET 5,

6.2.2 WEFEOENE B
CPS IZHET 5,

6.2.3 MEHEOT R 7 10—
CPS |\ZHET 5,

6.2.4 FMBEBEO NN 7T v
CPS IZHET 5,
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6.2.5 MEHEOT — AT
CPS IZHET %,

6.2.6 FEHDOREF BT Y 2 — L ~DETIIEET D 2 — )b Dlink
CPS IZHET %,

6.2.7 55 JEE ~0 B H D& AA
CPS IZHiET 5,

6.2.8 FMEHEOIEMAY 7
CPSITHET 5,

6.2.9 FEHEOIETEMEAL 51k
CPS IZHET 5,

6.2.10 FAESEEONEE 1L
CPS IZHET %,

6.2.11 HfE2EE OFEHMN
CPS (ZHET 5,

6.3 AT EH O Z OOl

6.3.1 ABEDOT —H AT
CPS |[ZHET 5,

6.3.2 AR X OVABRSE DA %h IR
CPS [ZHET D,

6.4 {EMEALT —#

6.4.1 {EMALT —# 04 L O E
CPS |\ZHET 5,

6.4.2 {EMALT — & OfE#
CPS IZHET 5,

6.4.3 IEMALT — & OO E JE A
CPS |\ZHET 5,
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65 AL a—HF—DtXx=2UT B

6.5.1 a2 a—F¥X=2 T ¢ 12T D ESEOE
CPS [ZHET 5,

6.5.2 a2 a—FtEXxa2 YT ¢ J
CPS [ZHET 5,

6.6 EX=2UT o HIMOT A 7H A7 LER

6.6.1 AT LABHIRE
CPS IZHET %,

6.6.2 TX ol T ¢ EAEH
CPS IZHET 5,

663 FA T A7 NExa T M
CPS IZHET %,

6.7 Xy NU—27 X2 T &M
CPS ZHET 5,

6.8 XA LAKE LT
CPS |{ZHET 5,
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CAFAEB L CRLO a7 7 A )L

7.1 FFAEO ST 7 7 AL

A CA BNFAITT DFFAEIL, X509 74—~ v FEHAERRIC L D 1EREN S,
72 [7.1-1 RARGEEMEE (R T 7 4 — /L REHW5D,

AIERA A BRI
74—V Bl
Version AEAE T 4+ —~ v FOFFF1
(=5 )
SerialNumber CANT—EDFEFZ*2
Y TNES)
Signature RKYP—EATHWONAETELT VT

(EBFEATIVTY X LB

U X L Diknll F*3

Issuer FATE G H
(AT 4) (K CA BEET HIHHR)
Validity SEBAE O A 2N
(B 2hHH) (BHAEHI A B L O THIR)
Subject FI 2 1
(FIHE4)
SubjectPublicKeyInfo FIRHEONBRFEET L2V X LGB+ & A
CRI| & DL\ BR S ) PR T — ¥
Extensions A CP 17.1.2 GEIEYLIR) 22

(YRR 7 4 —/V )

*1 FEAET —~ v FDOFEEIL Version3 IZRE I D,
*Q HHICGGERAEZEMER SN & CAY— =2 L uftH5ESn5,

*3 EABCETELT IR bRS,

711 N"—V a3 UFE

AR CADBFRITT HFEHEED X509 73—~ hONX— g o FE1L. Version3 TH 5D,

7.1.2 FEMAEYRGE

A CA DFATT 5 TSA GEAEIT,
[7.1-2 Security Communication RootCA1 FEREHLGE |
[7.1-3 Security Communication RootCA2 Fif-BH EHEE |
[7.1-4 Security Communication RootCA2 OCSP —/N—ZERH EL5E |
[7.1-5 Security Communication RootCA3 FiEBH E 455K |
[7.1-6 Security Communication RootCA3 OCSP H#— /N —ZEI LR |
[7.1-7 Security Communication RootCA3 Tz CA FiEFAEHLE |
[7.1-8 Security Communication ECC RootCA1 FiF-iH EHLE |
[7.1-9 Security Communication ECC RootCA1 OCSP #— /X —GEBESLE |

HOREORE R R RO M

R 7 4=V RERWD,

AEREILR 7 4 — /v R 2,
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3% 7.1-2 Security Communication RootCA1 FIEH]EfLIE

74—V K

FLiCFAGEL)

authorityKeyldentifier
(2.5.29.35)

CA OABR#EZ SHA-1 12X D /Ny o =2 L7- 160bit fi

subjectKeyldenrifier FIRE OABRSEZ SHA-1 2LV /Ny 2 L7z 160bit fE
(2.5.29.14)
keyUsage digitalSignature
(2.5.29.15) (keyCertSign, CRLSign % &< Z Ofthod HEIZ 2T,
K CA CTHULEIL LU TRETHHEELRH D)
?;t%eggeéi%ieyUsage timestamping(1.3.6.1.5.5.7.3.8)
B (TSA DHFEET D)
certificatePolicies certPolicyld=1.2.392.200091.100.901.2
(2.5.29.32)

policyQualifierID=id-qt-cps
qualifier=CPS=https://repository.secomtrust.net/SC-Root1/

cRLDistributionPoints
(2.5.29.31)

URI:http://repository.secomtrust.net/SC-Root1/
SCRoot1CRL.crl (¥« L7 hV EiZ® % CRL ELARYT)

7% 7.1-3 Security Communication RootCA2 FiEBH E L5k

74—V K

FLHCH L)

authorityKeyldentifier
(2.5.29.35)

CA OARSEA SHA-1 12X Y /vy > = L7- 160bit B

subjectKeyldenrifier FIHE OB %EZ SHA-1 12XV /Ny v = L7z 160bit fE
(2.5.29.14)
keyUsage digitalSignature
(2.5.29.15) (keyCertSign, CRLSign % [ < & Ofthd HAJZ DUV T,
AKCA THUHEIG L TCHRETHHERH D)
(e;igegge?fi%{eyUsage timestamping(1.3.6.1.5.5.7.3.8)
R (TSA OHERIET D)
certificatePolicies certPolicyld=1.2.392.200091.100.901.5
(2.5.29.32)

policyQualifierID=1d-qt-cps
qualifier=CPS=https://repository.secomtrust.net/SC-Root2/

cRLDistributionPoints
(2.5.29.31)

URI:http://repository.secomtrust.net/SC-Root2/
SCRoot2CRL.crl (7«4 L7 hV EiZ® % CRL EAHT)

Authority Information
Access(1.3.6.1.5.5.7.1.1)

OCSP - URIL:http://scrootca2.ocsp.secomtrust.net (OCSP
— N\—/NBHST)

KA E RGBSR EDAEZL XL BN D

7% 7.1-4 Security Communication RootCA2 OCSP H—/N—ZEBH ELHE

74—V

FLHCH L)

authorityKeyldentifier
(2.5.29.35)

CA O/ARRBEA SHA-1 12k Y vy = L7~ 160bit &

subjectKeyldentifier
(2.5.29.14)

FIFEONBREZ SHA-1 12X Y /vy > = L7 160bit i
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74—V K

L & (GG )

keyUsage
(2.5.29.15)

digitalSignature (FIJHZEABHEEOEEH HHY)

extendedKeyUsage
(2.5.29.37)

OCSPSigning

OCSP No Check
(1.3.6.1.5.5.7.48.1.5)

null

certificatePolicies
(2.5.29.32)

certPolicyld=1.2.392.200091.100.901.5
policyQualifierID=id-qt-cps
qualifier=CPS=https://repository.secomtrust.net/SC-Root2/

#% 7.1-5 Security Communication RootCAS3 FEIH Lk

(2018 4F 9 H 26 HLIRTDIEAT)

74—V K

L AG)

authorityKeyldentifier
(2.5.29.35)

CA OARSEA SHA-1 12XV /vy 2= LT- 160bit B

subjectKeyldenrifier FIFE OB %E SHA-1 12XV /Ny v = L7z 160bit fE
(2.5.29.14)
keyUsage digitalSignature
(2.5.29.15) (keyCertSign, CRLSign % [ < & Ofthd B BIIZ-DWTIE,
AR CA THEIZSUTHET DHAENHDH)
((egigegge?fl%{eyUsage timestamping(1.3.6.1.5.5.7.3.8)
R (TSA DHFRIET %)
certificatePolicies certPolicyld=1.2.392.200091.100.901.7
(2.5.29.32)

policyQualifierID=1d-qt-cps
qualifier=CPS=https://repository.secomtrust.net/SC-Root3/

cRLDistributionPoints
(2.5.29.31)

URI:http://repository.secomtrust.net/SC-Root3/
SCRoot3CRL.crl (7«4 L7 bV EiZ®H % CRL A HT)

Authority Information
Access(1.3.6.1.5.5.7.1.1)

OCSP - URL:http‘//scrootca3.ocsp.secomtrust.net (OCSP
— \— B PT)
NAEFHERFERICREOAEEEZ DILD

7 7.1-6 Security Communication RootCA3 OCSP #— /N —ZEB EHL5E

74—V K

FLEcF )

authorityKeyldentifier
(2.5.29.35)

CA O/ABRBEA SHA-1 12k Y vy = L7~ 160bit &

subjectKeyldentifier FIHE OANBREEEY SHA-1 128 Y /vy v = L7z 160bit fE
(2.5.29.14)

keyUsage digitalSignature (FIIFHFE ABHEEDOMH HH)

(2.5.29.15)

extendedKeyUsage OCSPSigning

(2.5.29.37)

OCSP No Check null

© 2004 SECOM Trust Systems Co.,Ltd.

P-27




Security Communication RootCA
Time Stamp Service Certificate Policy Ver.5.05

74— R FoA A G
(1.3.6.1.5.5.7.48.1.5)
certificatePolicies certPolicyld=1.2.392.200091.100.901.7
(2.5.29.32)

policyQualifierID=id-qt-cps
qualifier=CPS=https://repository.secomtrust.net/SC-Root3/

# 7.1-7 Security Communication RootCA3 {7 CA FERHEYLIE

(2018 4= 6 H 7 H LA DIEFT)

74—V K

FLRF T GEL)

authorityKeyldentifier
(2.5.29.35)

CA OABH#EZ SHA-1 12X D /Ny o =2 L7- 160bit fi

(subjectKe)yIdentiﬁer FIAE DOABRSEE SHA-1 I2X Y /vy =2 L7z 160bit fi

2.5.29.14

keyUsage keyCertSign,cRLSign (FI|HFHABHSEOMEH H #Y)

(2.5.29.15)

extendedKeyUsage timeStamping (1.3.6.1.5.5.7.3.8)

(2.5.29.37 KNI U CRAET S

certificatePolicies certPolicyld=1.2.392.200091.100.901.7

(2.5.29.32) policyQualifierID=id-qt-cps
qualifier=CPS=http(s)://repository.secomtrust.net/SC-Root3/
KOMNITEE

?;Zi;%?fgs)traints Subject Type=CA

pathLenConstraints (K CA 28 Z (2G5 U TRET D)

cRLDistributionPoints
(2.5.29.31)

URI:http://repository.secomtrust.net/SC-Root3/SCRoot3CR
Lerl (7« V2 RV EIZH D CRL EEASAT)

Authority Information
Access(1.3.6.1.5.5.7.1.1)

accessMethod

ocsp (1.3.6.1.5.5.7.48.1)

accessLocation

URIL:http://scrootcad.ocsp.secomtrust.net (OCSP H—/—
INBAYEAT)

accessMethod

calssuers (1.3.6.1.5.5.7.48.2)

accessLocation
URI:http://repository.secomtrust.net/SC-Root3/SCRoot3ca.c
er (H1H CA FEME D URL)

KENZNMEIZS U TRET D

3% 7.1-8 Security Communication ECC RootCA1 GiEBHEHLE

74—V K

FLHcFHGE)

authorityKeyldentifier
(2.5.29.35)

CA ONB#EA SHA-1 12X W Ny o = L7 160bit fE

subjectKeyldenrifier

FIHZ OB SHA-1I12L D~y > = L7~ 160bit &
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74— R FldF G
(2.5.29.14)
keyUsage digitalSignature
(2.5.29.15) (keyCertSign, CRLSign % & < Z Ofthod H AT 2T,
AR CA THEIZGE U TCHETDHENH D)
?;t%eggeéi%ieyUsage timestamping(1.3.6.1.5.5.7.3.8)
R (TSA DHFERET D)
certificatePolicies certPolicyld=1.2.392.200091.100.902.2
(2.5.29.32)

policyQualifierID=id-qt-cps
qualifier=CPS=https://repository.secomtrust.net/SC-ECC-
Root1/

cRLDistributionPoints
(2.5.29.31)

URI:http://repository.secomtrust.net/SC-ECC-Root1/
SCECCRoot1CRL.crl (7«1 L7 K~V kizH 2 CRL EAREAT)

Authority Information
Access(1.3.6.1.5.5.7.1.1)

OCSP - URIL:http://sceccrootcal.ocsp.secomtrust.net (OCSP
= =BRGP
KAEAERFEEBICREOAELEZ DILD

7% 7.1-9 Security Communication ECC RootCA1 OCSP #—/N—GEHEYLR

74—V K

FLHCFH L)

authorityKeyldentifier
(2.5.29.35)

CA OABASE%E SHA-1 Ik W/ vy 2 L7~ 160bit B

FIHZ OARSEA SHA-1 12X Y vy = L7~ 160bit f&

subjectKeyldentifier

(2.5.29.14)

keyUsage digitalSignature (FIIJH#&ABHEEOELH HAY)
(2.5.29.15)

extendedKeyUsage OCSPSigning

(2.5.29.37)

OCSP No Check null

(1.3.6.1.5.5.7.48.1.5)

certificatePolicies certPolicyld=1.2.392.200091.100.902.2
(2.5.29.32) policyQualifierID=1d-qt-cps

qualifier=CPS=https://repository.secomtrust.net/SC-ECC-
Root1/

713 7AITVXLAT V=7 Migkhl+

Kb —ERZBWTHWSLNS T /LT XA OID 1%

IRDEBYTHD,

7% 7.1-10 Security Communication RootCA1 7 /L= U X 4 OID

2= EA

FT7Y = Ml

Shal With RSA Encryption

12840113549115

sha256 With RSA Encryption

1.2.840.113549.1.1.11
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RSA Encryption 12840113549111

3 7.1-11 Security Communication RootCA2 7 /L= X 2 OID

T XL FAVES/AN- vIES
sha256 With RSA Encryption 1.2.840.113549.1.1.11
RSA Encryption 12840113549111

% 7.1-12 Security Communication RootCA3 7 /L =2 U XA OID

T Y XL v AVES/AN VRS
sha384 With RSA Encryption 1.2.840.113549.1.1.12
RSA Encryption 12840113549111

7% 7.1-13 Security Communication ECC RootCA1 7 /L= Y X 2 OID

TNIY XL FT7 Y= NinlF
ecdsa-with-SHA384 1.2.840.10045.4.3.3
ecPublicKey 1.2.840.10045.2.1
secp384rl 1.3.132.0.34

7.1.4 £aiE

A CA BLOFIHA L, X500 #5441/t -> TEFSI N DN I L > T—EIZHII S
Do
F 17.1-14 I AFHESCT) 12 DN M ATRE 722 U7 %2 7R~ T,

# 7.1-14 {FHAIEESCT
HET B k2
A~7Z. a~z 0~9 t-L bZER

7.1.5 £ il
BRELZRN,

71.6 CP A7 = 7 Nkl
K CA DZFAITT 25 TSAGEHEICEH INSARY 2 0ID 1F 1.2-20ID (KCP)| »&
BYTHD,

7.1.7 RV UHFIEEOFI A
FRE LU,

7.1.8 Y UEHT OIER LOEK
R AEHIFIZOWTIE, A CP B LU CPS 24K T 5 Web ~—® URI Z#4#H L T
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(AT

7.1.9 EERGFFHERY S HLEO O B
FRE LU,
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A CA 2354775 CRLIZ. X509 CRL 7 +—~ v MR L 0 ERk & 5.

7 [7.2-1 CRL JAfEHE ] (2T 74— FEHWS,

# 7.2-1 CRL A

(BB TNV U XLGEF)

74— R il
Version CRL 7 +—~ v hOEE5*1
(S s H)
Signature KCAWEFBLICHNADET LAY XA

DAF*2

Issuer

CRL OFEATHE #

(BITEL) (K CA W faET HIEH)
ThisUpdate CRL D¥1T H I
(EHrH)
NextUpdate CRL DR D H T 7E H KF
(KIEEFHTER)
RevokedCertificates KD & 7p o T2 REBHEO I
(KZhV A 1) SerialNumber (VU 7L &%)

RevocationDate (4%h H )
Reason code (KZhEH)
DEREIND

*1  CRL 7#+—~ v h®O&FEI Version2 [T E SN D,

*2  CRLIZBATABEICHWSEND,

721 N— g &R

A CA %1795 CRLD® X509 74—~ ho3— g U &FE13. Version2 Th b,

7.2.2 CRL 15k

A CA %1745 XB09CRL ¥EE 7 4 —/V K&+ 5,
# 17.2-2 CRLIEIE] [T 74—/ REHWD,

% 7.2-2 CRL ¥L3E

74— R B!
AuthorityKeyldentifier CA OBHgtE%Z SHA-1ITEV Ny = L
(GERERK PSR ) 7= 160bit fi

7.30CSP o7a 7 v A )L
ARCA X, RFC2560, 5019 2

731 N—Va U EKE

PR 250CSP r—"—2 245,

AR CA IZ., OCSP X"—Y =31 2l 5,

7.3.2 OCSP JLiE
(7.1 GEHEO 0 7 7 A V] ([Zid#kT 5,
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8.1 A DsEE
CPS (ZHET 5,

8.2 EE NDH Y LBk
CPS IZHET 5,

8.3 HiAy N L WA k5 & DRI
CPS IZHET 5,

8.4 A THb 5 HIH
CPS IZHET D,

8.5 AR HIH~D XIS
CPSITHET 5,

8.6 AR OME
CPS IZHET 5,
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9. MLDZEF bis L ONERIRIE

9.1 B4

9.1.1 FEIZEDRIT E T2 ITH R0 D6k
RIFFITRHIRED D,

9.1.2 FEHED T 7 & 2 B4
HE L7220,

9.1.3 KNEFIZAT—FZ AEROT 7 & Ak
HE L7,

9.1.4 fh¥-—r 204
HE L7220,

9.1.5 FREEHIARY
RIFFRHRED 2,

9.2 MEHET

9.2.1 fRERDOHHE
tasd, RKCA DMLY, +o2WEHIE LR 20095,

9.2.2 FDfhDERE
HE L7,

9.2.3 TV R 2T 47 ORI E 72 I3PRFEHFH
HE L7,

9.3 {BZENHHM OB

9.3.1 BRI H O HEIH

CA Th %ot = AMRFFT 5 Ads L OO H#IE, FEAE . CRL, A CP ¥ XU CPS
DL LTIHRIICAR SN b O ZRE | ERFGSRE L THbh D, T3 Aid, ik
DIEDIZ L DEER LOHMEIC X D FATOERE Z S5 6 2BV T2 b OfF#z 4t
(ZBAZR L7\, 2 DR THE, mlETRE, 1TBTRLD 2 WITERTER SN D T OO T
REIZBIE LT R A L LA I X W BRSO L, &= MIERFSR L L
THRONDEHEREHRT D2 LN TE D, OGP BIND 2V IIHEmAUBEE LT
T RS 23 o5t REtE, SRR L OZ OMOBFMAZEICK L Th, &2 A3
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TREFR E L TR D IEREZFRRT 22 LN TE 5.

FIAZE ORASL, ZOFPEI Lo THRERFFTNEERTH L, KP—EATiEH, »
DI DEGETHLINDOEA~DT 72 AFEERAL L TR,

Ao ZICEENDHERE LOEEREET, MEREFSIRERTH D, T3 Lk, CPS
[8.6 i fE R DOHE | ICHHMS N TV DIGABLIMEDOEDIZLDHEEEZRWT, Zhb
DIE WA A A~BR L7220,

9.3.2 BEBEIRERI S DI H
AEER LU CRLICE FNTW D IERITBE RS SRIL L LT D, O, ORI
BN TS BT B R R 24 & 35,

Ta AOBRIZESTHONTZ, HDHTHOLND X )T T E#H

T ADANO PTG BERFFOSIRE LICEa AZmbe, HAWITHELND X
T2 o T

T3 L Ko TR B NIZBHZE S 7z E iR

BEIRICE L TR EIC X » TERR SN TV D IR

9.3.3 WEHHMORERT

CA TH DY a APEFFT HMEERE, EOEDICL2HGEB X ORARICL 2 FRIO
KSR HBIIHRT 22 03H 5, ZOBE, ZORBHREZF 15726 DIE, Zd 5 WL
B 7eHC X 0 ZOMEHREF “F BRI 5 2 81X TE R,

9.4 fEATEHOKHE

9.4.1 fB AN PR T #1

ta T, YHOREE — EAORHAE N GIUE LI2EAEH %2, FiENAOMR, L2
EIFE DR, MERAT 53 5RE Ol 72 AR CA ORI LB CRIHT 5, T2 L0
8 NNE BT OV T, ' 2 A DR — L~3—V(http://www.secomtrust.net) (21T
NEKT D,

9.4.2 fAAEHR E L THONDIEH
tand, ENOEFICESEMEABRE LTED NER (B3 AORFES —E 2D
PR OUEE LIz #He &) 2 AfHH & LTHRY H#, EUNSEEET 5,

9.4.3 NG & e SN2 VMG R
Yot 19.4.2 EAFHRE L THONDIHER ICEDZEBD  HAFEREZID T,

9.4.4 M NTEWMZERiET HHEIT
Yo AT, BHOERB LRSS ICH 20 E0 2 72T O NG R, 2RI T & 2
FRTHTHD 2T, —UE=FIRE LIRS0V L35, K CADEHIC
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B HENERGEEHE 2T 5 b0 & U, (B AMFIROGEE HA 1A O B %
WZBL, = XHFT 2RI LENELZ B TS E L b D LT 5,

9.4.5 ENIEHOEMICEE T H% & R E

T a AT, ESTED OGN GEZERE GEFHERNHE 2L RE 257 FH B Lo
NEHREFA L2, BAF S, FEEMEAERIZOW T, IESTRO LAZHH B O
N, 2o EFAENSFREEZS-FH BN THAT %,
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