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4. FEEE,
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3.2.6 FHAEIEH DM
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FEAEOFATHNC, A CATHFENOUTO FX 2 X M AFTLHD LT D,
1. FERAEER, EFRTH AL,
2. BH SITIMAE K E T 3FRB, BT AL,
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notBefore ® A% X/ DIE5 Z Ll L7z,

4.3.2 FIHEZxET DREH EFEI T8N
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4.6.7T o= T 4 T 2% 5 CA OFEEIRITIEN
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BEHZ L L) EAEORITIL, REAZEOA BN T3 2546 21380 E58b
W2 & B RWGEHEDO R ZIT - T2 A% ThILD,

4.7.2 FLWABBOGEHERGEAZITH) LN TEDH
ACP M4.1.1
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AR HZ—IZHTTP GET AV v R&HHR— T 20ERH 5,

OCSP &0 AF X, thisUpdate & nextUpdate DEEfIZE (Hidia &de) ThH D,
ZTOEZFEHTHHNT, 25 9BE28ET 25 &, 3,600 OZEIE 1 I L <, 86,400
BoEI1 HIZELL D,

IAEFEAED AT — 2 ZADEE

1. OCSP & I2i%, 8 KM UL EOBEMMIRI AL TH 5,

2. OCSP &I, 10 HLATOAMIMALETH D,

3. AN 16 KRN E D OCSP A DA, CA IE nextUpdate D HijDA ZhibifH
PIFTHENL D, AT A VEEAEAT—Z AT 0 Fa L aE A LRt E N DR A
WHT 2 0ENH 5,

4. A 16 R LLE D OCSP IHNE D4 CA X nextUpdate /072 < & 4 8 IKf
AT, BE O thisUpdate @ 4 B E T2, AT A ViEHEAT —X A7 10 b=
NEN L TRESNDIHERE TR T 2LERD L,

Tz CAZEAED 27— &% ZADE4A

A CA 1%,

LA EB 12 AT, BXD
ii. Tz CA FEFHED LMD S 24 BEUNIC A > T4 ViEHERAT —F 27 0 h o
LRSI REEGTT 56D LE T 5,

OCSP L AHK L ¥ =8 [RMMA ] OREHAEL U T AEBEDAT—HAD Y I T A M %%(E
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L72BE. VAR Z =L Tgood| AT —H A TIRETRE TlER, OCSP L AR #—
WA CP 17.1.5 AHIHIKI (2> TEMAIZHIFI S Tnwn CA T Th o856, LA
R —1ZZF DX D B RIZK LT lgood| AT —H ATIHE LTI DL,
ARCAE, X2V T 4IGEFIEO—HE LT, [REM 2V T7LVESFDOY 7 =X M
DWNWTOCSP VARV X —2ERTLETH D,

4.9.11 FIMAIREZ2 R2E RO D TER

A CA X, RFC4366 (26, AT —7 U 7 ZFH LT OCSP L AR A& fidffi T&
%o ZOWA. A CAIXFEAZFHE 2 TLS JLBIZFEHED OCSP L ARV A& EDDH Z
L ERMEFERLDIZT D, A CAL, GEFEFMFICH LT OB LFE T 556, —E
AZFIRHE £ ITFENER A & OFKESE, HDHWIEIAR CA 1T XD HINHERL LU0 —
EABLHEOEARBERTHIGTHHDET D,

4.9.12 SO EFRIZ kT 2 REBI T
[4.9.1 FEAELZVFH ) ICREHET 5,

4.9.13 FEHEZEDO 1L
A CA T, FEAZEO—EHE L 24T 720,

4.9.14 FERFEO—BHEILHTEZIT ) 2 LN TE o4
WL B,

4.9.15 FEHEDO —EHZ 1L EE T
WHNET 5,

4.9.16 —FHEILZMkiT 5 2 &N TE HHIM
WA ET 5,

4.10 FFAED AT — X AR —E X

4.10.1 EH EDOFH
FIHE R L ORRGEE X OCSP L AR X —%ili U CiEFHEARA T — X A EREfERTH 2
LW TE D,

4.10.2 Y —v 2 OF|H [ REM:

A CA IX. 24 W[l 365 H., FFAER T — X A FREZMR TS5 L9 OCSP L AR &
—HEHT S, 2L, RSFEICKY . —EIZ OCSP L ARV A —Z2FIH T RniGs
Hd D,
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4.10.3 A7 a F iR
HIE L7,

4.11 A CB&k) DT
FIRAEIIAY —ERAOFHEZK T T 2556, ZNEEITED T — B XOF KT T
XEMNELT D,

412 F¥—x 27 o— L gEnEE

4.12.1 F—xT A7 o—L@EFEIERY > —B L0 EHE
AKCAD, KCADIAHREZE -FICTHELT DI EiE0,

4122 Bty a ¥ —oh ML gEEORY —F L OVE
HE L7,
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5. WERRY, Fht . AHEROEEE

5.1 WAy E B

5.1.1 AT L OWEiE
CPS IZHET %,

5.1.2 WELR)T 7 & A
CPS IZHUET %,

5.1.3 P L UM
CPS IZHLET D,

5.1.4 /KEXIHE
CPSITHET 5,

5.1.5 KX
CPS IZHET 5,

5.1.6 BLARLRE
CPS [ZHHET D,

5.1.7 FEIEALEE
CPS |{ZHET 5,

518 7% A bR I T v
CPS IZHET 5,

5.2 T LoE R

5.2.1 fRHH T~ &l
CPSIZRET %,

522 Bk L IcnE L S b A
CPS |\ZHET 5,

5.2.3 flil # O&RENZxET DA NVEMERS & 785
CPS |\ZHET 5,
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5.2.4 BB DS LEL L 79 H4E|
CPS IZHET D,

5.3 NFHHYE B

5.3.1 B, BRERE X OB oZ:
CPS IZHET 5,

5.3.2 & RIHAE
CPS IZHET %,

5.3.3 #EE M
CPS IZHET D,

5.3.4 HEEDOHER L OEH
CPSITHET 5,

53,6 tFEOn—F7— 3 OHEER X WIEF
CPSITHET 5,

5.3.6 FB HAL TV ZRWMTENZ R 2 il #k
CPS IZHET %,

5.3.7 M7 U 7= 3K E o g
CPS |[ZHET 5,

5.3.8 BRI NDHER
CPS [ZHET D,

5.4 B 7 OFNAE

5.4.1 FEEKI LD A X b OFESE
CPS |\ZHET 5,

5.4.2 WA T 7 2 ARG B AEE
CPS IZHET 5,

5.4.3 Ao 7 2T 5 IR
CPS |\ZHET 5,
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5.4.4 B o 7 Oif#E
CPS IZHET D,

5.4.5 Bt 7 DN 7T T Tt
CPS IZHET %,

5.4.6 s 7 OINEES AT A
CPS (ZHET 5,

547 A X M Z LIzE ~Di@%
CPS IZHET 5,

5.4.8 MeFgMEEEAm
CPSITHET 5,

5.5 FLEkDIRE

5.5.1 7 —hA 7 OFi¥E
CPSITHET 5,

5.5.2 7 —H A TIRAEHIE
CPS IZHET D,

5.5.3 7 —Hh A 7 DI
CPS |[ZHET 5,

554 T—H AT DRy 7T v 7Tkt
CPS IZHET 5,

5.5.5 FLERICH A LAK T R 53 A ELE
CPS IZHET %,

5.5.6 7 —hA TINEL ZT L
CPS |\ZHET 5,

5.5.7 7 —HhA 7 OWEEFHe
CPS IZHET %,

5.6 DY)V Bz
CPS IZHET %,
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5.7 (FHEMEIRALRIE D DEIA

5.7.1 FR X Oarb by o Fie
CPS IZHET %,

5.72 N—RU =7, Y7 Ny =T 7037 —Z PR L7256 O Fihi

CPSIZHET %,

5.7.3 FAEHEENNEIRL LT=56 O T
CPS IZHET 5,

5.8 WREHEH DK T
CPS IZHET 5,
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6. HilftEx oV 7 ¢ &8

6.1 T OEREA VA =L

6.1.1 #E~T DA
CPS IZHET %,

6.1.2 FERAEFR|HE T 5 WEE D A
CPS IZHET %,

6.1.3 IR ~DABRED AT
CPS {ZHIET D,

6.1.4 W& ~D CA ARG A+
CPSITHET 5,

6.1.5 @Y1 X
CPS IZHLET D,

6.1.6 APAEED T A —H —DEREB L OIE R
CPS IZHET %,

6.1.7 #D ik
CPS |{ZHET 5,

6.2 FAAFEOIRER K O 5B Bl o5

6.2.1 HF @ OERER L OVEH
CPS |[ZHET 5,

6.2.2 WEFEOENE B
CPS IZHET 5,

6.2.3 MEHEOT R 7 10—
CPS |\ZHET 5,

6.2.4 FMBEBEO NN 7T v
CPS IZHET 5,
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6.2.5 MEHEOT — AT
CPS IZHET %,

6.2.6 FEHDOREF BT Y 2 — L ~DETIIEET D 2 — )b Dlink
CPS IZHET %,

6.2.7 55 JEE ~0 B H D& AA
CPS IZHiET 5,

6.2.8 FWBEHEDOIEMAL T
CPS IZHET 5,

6.2.9 FEHEOIETEMEAL 51k
CPS IZHET 5,

6.2.10 FAESEEONEE 1L
CPS IZHET %,

6.2.11 HfE2EE OFEHMN
CPS (ZHET 5,

6.3 AT EH O Z OOl

6.3.1 ABEDOT —H AT
CPS |[ZHET 5,

6.3.2 AR X OVABRSE DA %h IR
CPS [ZHET D,

6.4 {EMEALT —#

6.4.1 {EMALT —# 04 L O E
CPS |\ZHET 5,

6.4.2 {EMALT — & OfE#
CPS IZHET 5,

6.4.3 IEMALT — & OO E JE A
CPS |\ZHET 5,
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65 AL a—HF—DtXx=2UT B

6.5.1 a2 a—F¥X=2 T ¢ 12T D ESEOE
CPS [ZHET 5,

6.5.2 a2 a—FtEXxa2 YT ¢ J
CPS [ZHET 5,

6.6 EX=2UT o HIMOT A 7H A7 LER

6.6.1 AT LABHIRE
CPS IZHET %,

6.6.2 TX ol T ¢ EAEH
CPS IZHET 5,

663 FA T A7 NExa T M
CPS IZHET %,

6.7 Xy NU—27 X2 T &M
CPS ZHET 5,

6.8 XA LAKE LT
CPS |{ZHET 5,
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7. AFHEB IO CRLO 71 7 7 A )L

7.1 FEHEO T 7 7 AV

A CA X, A CP (2.2 GEHEFHROAB I, A& CP 16.1.5 41 X, A CP 16.1.6 &
BASED /X T 2 — X —DARRE LOWERE ) ICHE SN HIFES 2T b0 L35,

A CA D FAL CA @ CAFEEZ T T DEE° FNAL CA 22 HINAFFEA EH 2 58177 D BX,
5 S A B ELEA A3 (CSPRNG) 22 5 D 64 E >y R UL EDO I A& T 1 DL E @R Tld/e
WREE Y TR S EAERT DD ET 5,

A CA DRITT DR EIT, X509 74—~ v MEHERRIC IV IEREIND,

# 17.1-1 SEAGEESEEY ("7 4 — v R s

# 7.1-1 FERERLRGEIE

74—V K B!
Version FEHET +—~ v FOFEE*1
NN=VaFF)
SerialNumber CANT—EDOEZ*2
(U T IVEE)
Signature RKYP—CATHWONAETELT VT

(FBr+24 713U X L53HF)

U X L Difnl] F*3

Issuer FATH G
ITE4) (K CADMEET D IEH)
Validity RERREOH Zh AR
(B 20 (BB L O THR)
Subject FI 2 15
(FIHEA)
SubjectPublicKeyInfo FIRZE ONBRSET VTV X LGHRI T &R
(FI| & DB ) pAgET — &
Extensions A CP 17.1.2 GEFIESLR] 25

JLEBE T 4 —/L K)
*1 FEHET +—~ v FDOFESIL Versiond (ZE S5,
*2 HHUCRERENERR SN & & CA— =2V ft5 a5,
*3 FEAFICETEATORIIHVWLND,

711 XN—T g &S
K CA NFATT HHEHED X509 7 4+ —~ v bDO A=V g %K 5L, Version3 ThH D,

7.1.2 REFAESLIR

AR CAFITT D TSARERAEX, x 509 GEAELIEY 4 — /v REHHT 5,
[7.1.2-1 Security Communication RootCA1 FERH E LK
[7.1.2-2 Security Communication RootCA2 FERH E Lk |
[7.1.2-3 Security Communication RootCA2 OCSP L A 7R > & —GER 1L |
[7.1.2-4 Security Communication RootCA3 FERH EPLIE |
[7.1.2-5 Security Communication RootCA3 OCSP L AR > # —GiE I EHLIE |
[7.1.2-6 Security Communication RootCA3 T CA FERHELIE]

REORE R O ORE
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3% 7.1.2-1 Security Communication RootCA1 FEREHLE

74—V K

FLiCFAGEL)

authorityKeyldentifier
(2.5.29.35)

CA OABH#E%Z SHA-1 12X D /Ny 22 L7- 160bit

subjectKeyldenrifier FIRE OARSEZ SHA-1 2L YD /Ny 2 L7z 160bit fH
(2.5.29.14)
keyUsage digitalSignature
(2.5.29.15) (keyCertSign, CRLSign % &< Z Ofthod HEYIZ 2T,
AR CA THEIZSUTHET DHENHDH)
f(sédgagge;l%{eyUsage timestamping(1.3.6.1.5.5.7.3.8)
R (TSA OHERET 5)
certificatePolicies certPolicyld=1.2.392.200091.100.901.2
(2.5.29.32)

policyQualifierID=id-qt-cps
qualifier=CPS=https://repository.secomtrust.net/SC-Root1/

cRLDistributionPoints
(2.5.29.31)

URI:http://repository.secomtrust.net/SC-Root1/
SCRoot1CRL.crl (7« L7 ~VU kiZ®H D CRL EEAi%HT)

7% 7.1.2-2 Security Communication RootCA2 FiFIH E LR

74—V K

FLHCH L)

authorityKeyldentifier
(2.5.29.35)

CA O/EREE%Z SHA-1 12X Y Ny > = L7 160bit fif

subjectKeyldenrifier FIHE OB %EZ SHA-1 12XV /Ny v = L7z 160bit fE
(2.5.29.14)
keyUsage digitalSignature
(2.5.29.15) (keyCertSign, CRLSign % [ < & Ofthd HAIZ DUV T,
K CA THHEIG L TCHRETIHHERH D)
gt;;geéi%{eyUsage timestamping(1.3.6.1.5.5.7.3.8)
D (TSA OHERIET D)
certificatePolicies certPolicyld=1.2.392.200091.100.901.5
(2.5.29.32)

policyQualifierID=id-qt-cps
qualifier=CPS=https://repository.secomtrust.net/SC-Root2/

cRLDistributionPoints
(2.5.29.31)

URI:http://repository.secomtrust.net/SC-Root2/
SCRoot2CRL.crl (7« L7 FVU kiZ®H 5 CRL EEAiH7T)

Authority Information
Access(1.3.6.1.5.5.7.1.1)

OCSP - URIL:http://scrootca2.ocsp.secomtrust.net (OCSP -
— S A B )
KA ERGEBICREDA L ZE X DILD

7% 7.1.2-3 Security Communication RootCA2 OCSP L AR 4 —

Al B LR

74—V

FLHCH L)

authorityKeyldentifier
(2.5.29.35)

CA O/ARRBEA SHA-1 12k Y vy = L7~ 160bit &
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74— R AL FEHGE)
subjectKeyIdentifier R OABgE%E SHA-1 12XV /vy 2 =2 L7z 160bit fE
(2.5.29.14)
keyUsage digitalSignature (FIJJH#&ABHEEOELH HY)
(2.5.29.15)
extendedKeyUsage OCSPSigning
(2.5.29.37)

OCSP No Check null

(1.3.6.1.5.5.7.48.1.5)

certificatePolicies certPolicyld=1.2.392.200091.100.901.5
(2.5.29.32)

policyQualifierID=id-qt-cps
qualifier=CPS=https://repository.secomtrust.net/SC-Root2/

7% 7.1.2-4 Security Communication RootCA3 FiERA EhLik

(2018 4£ 9 H 26 HLIRTDIEAT)

74—V K

FLHCFH L)

authorityKeyldentifier
(2.5.29.35)

CA OARSEA SHA-1 12XV /vy > = L7- 160bit [H

subjectKeyldenrifier FIHE OB E SHA-1 12XV /Ny v = L7z 160bit fE
(2.5.29.14)
keyUsage digitalSignature
(2.5.29.15) (keyCertSign, CRLSign % [ < & Ofthd HBIZ DUV T,
A CA THEIS U THRET HHANH D)
(e;igegge?fi%{eyUsage timestamping(1.3.6.1.5.5.7.3.8)
R (TSA OHERIET D)
certificatePolicies certPolicyld=1.2.392.200091.100.901.7
(2.5.29.32)

policyQualifierID=1d-qt-cps
qualifier=CPS=https://repository.secomtrust.net/SC-Root3/

cRLDistributionPoints
(2.5.29.31)

URI:http://repository.secomtrust.net/SC-Root3/
SCRoot3CRL.crl (7«4 L7 h U EiZ® % CRL A HT)

Authority Information
Access(1.3.6.1.5.5.7.1.1)

OCSP - URL:http://scrootcad.ocsp.secomtrust.net (OCSP L
AR B —ABRGTT)
KAEAE PESEICREDAREZEZ biLd

7% 7.1.2-5 Security Communication RootCA3 OCSP L A 7R & —ZEEYLRE

74—V

FLHCH L)

authorityKeyldentifier
(2.5.29.35)

CA O/ARRBEA SHA-1 12XV vy = L7~ 160bit &

subjectKeyldentifier FIRZE OAR#EZ SHA-1 12XV /Ny 2 = L7z 160bit fE
(2.5.29.14)

keyUsage digitalSignature (FIIfF ABHSEOMH H)

(2.5.29.15)

extendedKeyUsage OCSPSigning
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74—V K

FLRF T GL)

(2.5.29.37)

OCSP No Check
(1.8.6.1.5.5.7.48.1.5)

null

certificatePolicies
(2.5.29.32)

certPolicyld=1.2.392.200091.100.901.7
policyQualifierID=id-qt-cps
qualifier=CPS=https://repository.secomtrust.net/SC-Root3/

# 7.1.2-6 Security Communication RootCA3 iz CA FiEBH EHLiE

(2018 4= 6 H 7 H LA DIEFT)

74—V K

LA GEL)

authorityKeyldentifier
(2.5.29.35)

CA OABH#EZ SHA-1 12X D /Ny o =2 L7~ 160bit i

(subjectKe)yIdentiﬁer FIAE DALY SHA-1(I2X Y /vy v =2 L7z 160bit fi

2.5.29.14

keyUsage keyCertSign,cRLSign (FI|FH7# BRSO B /)

(2.5.29.15)

extendedKeyUsage timeStamping (1.3.6.1.5.5.7.3.8)

(2.5.29.37 KNI U CRAET S

certificatePolicies certPolicyld=1.2.392.200091.100.901.7

(2.5.29.32) policyQualifierID=id-qt-cps
qualifier=CPS=http(s)://repository.secomtrust.net/SC-Root3/
KONITTE

?;Zi;%?fgs)traints Subject Type=CA

pathLenConstraints (K CA 28 Z (2GS U TRET D)

cRLDistributionPoints
(2.5.29.31)

URI:http://repository.secomtrust.net/SC-Root3/SCRoot3CR
Lerl (7« V2 RV EIZH D CRL EEASAT)

Authority Information
Access(1.3.6.1.5.5.7.1.1)

accessMethod

ocsp (1.3.6.1.5.5.7.48.1)

accessLocation

URI:http://scrootcas.ocsp.secomtrust.net (OCSP L A7
& — BT

accessMethod

calssuers (1.3.6.1.5.5.7.48.2)

accessLocation
URI:http://repository.secomtrust.net/SC-Root3/SCRoot3ca.c
er (Tfiz CAGEMFED URL)

KENZNWMEIZS U TRET S
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7.1.8 T3 XLAT V=7 MEBIT

AR —ERZBWTHWLNAST LT XAOQID L, ROEEH THD,

O— R A= THBEO X A AKX TP —EAH CA 1L, [Security Communication
RootCA1 ], I'Security Communication RootCA2 | # RootCA &, 7 /L3 X A|Z shal
With RSA Encryption] ZfEH L7\,

7% 7.1.3-1 Security Communication RootCA1 7 /L= U X 2 OID

Ty XA AV ES/AN VRS
Shal With RSA Encryption 12840113549115
sha256 With RSA Encryption 1.2.840.113549.1.1.11
RSA Encryption 12840113549111

7% 7.1.3-2 Security Communication RootCA2 77 /L = U X A OID

V=0 N AV ES/AN VRS
sha256 With RSA Encryption 1.2.840.113549.1.1.11
RSA Encryption 12840113549111

7% 7.1.3-3 Security Communication RootCA3 77 /L = U X A OID

ToIY XL R AVE S/ N v IR
sha384 With RSA Encryption 1.2.840.113549.1.1.12
RSA Encryption 1284011354911 1

7.1.4 4aiE

A CA BILOFIHAE L, X500 kB ICHE-> TEESNZHILIC L > T—EICi# S h
E)o

# 17.1.4-1 FERATEESCT) (kB4 ICEH FTHe 72 U2 R T,

7 7.1.4-1 A AJRE ST
HET B k2
A~7. a~z 0~9 t-L &2

7.1.5 4R
BE L7RVN,

71.6 CP A7 = 7 Nkl
K CA AT 5 TSAGEFHEICEH NS AR Y > —0ID 1% 11.2-2 OID (KCP)] @
LB ThHD,
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7.1.7 RV —HFIPEE ORI A
BRE LR,

7.1.8 RV —EfiDOER L OEK
RY S —EHFIZONTIE, ACPBLOCPS A% T 5 Web ~2—® URI 2440 L
T3,

7.1.9 EIERGEAERY o —E OO B R
BRIE L7V,
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K CA23F1TT 5 CRLI1E. X509 CRL 7 4+—~ v MERIT L VERR SN 5,

7 [7.2-1 CRL JAfEHE ] (2T 74— FEHWS,

% 7.2-1 CRL FEAfEIK

(B4 T VY RLHBHIT)

74— R ]
Version CRL 7 +—~ v hOEE5*1
(S s H)
Signature KCAWEFBLICHNADET LAY XA

DAF*2

Issuer

CRL OFEATHE #

(BITEL) (K CA W faET HIEH)
ThisUpdate CRL DT H I
(EHrH)
NextUpdate CRL DR D H T 7E H KF
(KIEEFHTER)
RevokedCertificates KD & 7p o T2 REBHEO I
(KZhV A 1) SerialNumber (VU 7L &%)

RevocationDate (4%h H )
Reason code (5%hZH)
DEREIND

*1  CRL 7#+—~ v h®O&FEI Version2 [T E SN D,

*2  CRLIZBATABEICHWSEND,

721 N— g &R

A CA %1795 CRLD® X509 74—~ ho3— g U &FE13. Version2 Th b,

7.2.2 CRL 15k

A CA %1745 XB09CRL ¥EE 7 4 —/V K&+ 5,

reasonCode (OID 2.5.29.21)

202049 A 30 H&L V., RO ET XTI LEND S,

reasonCode NFFET D86, Z OHEIES critical & L T~—727 L TEe 720,

CRL => FU—23L— k CA £72I1X ™ CAGEAE (7 v XGEHEEZET) OO

HDOTH DG, 20 CRL = MY —JLENRFEIE L RIT IR B0,

CRL = kU —2% CA TIEA< . MAFEEHERTH L5, 20 CRL = MY —4ik

RIIFET RETH LD, LT OBEMLZGIZT Z & A RMHFITER LTS Luy,

CRLReason /%, unspecified (0) TdH > TIL72 57220, KRIOPLHANEE STV

Be. DEToBEATH AT S CTWhiuE, CA X reasonCode = kU —JRiEZ A L

L7 5720, CRL = b U —73 Baseline Requirements MO x5 & 72 & 72 W VEERH

TFHTH Y 2020 49 H 30 HLARRIZFEAT Z4172%>,2020 4F 9 A 30 H LUFEIZ notBefore
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